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In an era of growing polarisation, it is fascinating to witness a multi party
consensus on Iran policy. Iran’s increasingly appalling human rights record,
accelerating nuclear programme, sponsorship of proxies throughout the
Middle East, extensive assistance to Russia in its brutal war on Ukraine,
and sponsorship of terrorism and kidnapping makes it an obvious threat
to international stability.

Iran poses a threat to British citizens on British soil. MI5 Director Ken
McCallum identified no fewer than ten credible Iranian plots on British soil
in 2022, while Met counterterrorism policing lead Matt Jukes identified
another five plots in early 2023. Undoubtedly, Iran is becoming more
brazen in its prosecution of international disruption.

In such a critical geopolitical environment, we are proud to endorse
this paper on British strategy towards Iran. It is truly the first of its kind:
no British think-tank has written such a comprehensive analysis of the
Iran threat, and provided detailed recommendations that cut across policy
areas with such specificity and nuance.

The policy the paper articulates will make the UK a critical power in
an increasingly fractious Eurasian political environment. Russia’s acute
military threat is the most obvious current challenge to British interests
and values. Meanwhile, the UK is executing its Indo-Pacific Tilt to engage
in and stabilise a region central to global prosperity and security, a policy
reinforced in the Integrated Review Refresh.

The UK’s unique combination of cultural, economic, diplomatic, and
military-intelligence tools allow it to play a major regional role absent
significant additional financial cost, while also undergirding the other
elements of its foreign policy. Executing the Tilt entails an emphasis on
the Middle East. The region is the vital commercial hub connecting Europe
and Asia, an energy powerhouse, and home to hundreds of thousands of
British citizens. The Middle East is therefore central to Eurasian competition.
This is in-line with the government’s overall vision, as articulated in the
Integrated Review Refresh: Middle Eastern security and prosperity is a vital
British interest, to be achieved through the careful application of British
diplomatic, strategic, and economic capabilities. Sustaining the Tilt, and
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shepherding into existence the Atlantic-Pacific partnerships the UK seeks
to spearhead, requires a coherent Middle East policy.

Iran is the Middle East’s largest, most aggressive power, with an
obvious commitment to revising the global order, and with a growing
alliance with Russia. Indeed, the paper’s foremost contribution is to widen
British Iran policy: focus on the nuclear issue is correct, but it must be
contextualised alongside Iran’s proxy network and support for Russia.
Consequently, an effective Iran policy must address the threat’s totality,
including the nuclear issue as one among many problems.

As Iran accelerates its nuclear enrichment, the risk increases that Russia
assists Iran in nuclear breakout, facilitate advanced military technological
transfers, and support Iranian intelligence activities in the UK and the EU.
An Iran-Russia axis is as much a European problem, therefore, as a Middle
Eastern one.

Now more than ever, as we witness the growing alignment between
Iran and Russia, it is imperative for the Government to seriously consider
the insights and recommendations put forth in this paper. It is our sincere
hope that the insights and proposals put forth in this paper will inform
and guide the United Kingdom'’s policy decisions toward Iran, enabling
us to confront the complex challenges ahead and secure a safer and more
prosperous future for our nation and the Middle East as a whole.
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Executive Summary

Executive Summary

The Middle East matters to British interests. In addition to being the
commercial nexus point between Europe and Asia, and the world’s
preeminent energy hub, the Middle East is important in terms of European
geopolitics, the British economy, national security and migration flows.
The region is also home to hundreds of thousands of British citizens.

The UK must see the Middle East in context. The military threat of
Russia and the long-term systemic challenge of China require Britain, if
it is serious about being a global actor, shaping rather than accepting its
strategic environment, to take a Eurasian approach to the Middle East,
situating it within a broader context of systemic competition for influence
and resources. The Middle East is the backstop of the Indo-Pacific region,
giving it long-term importance during any great power rivalry.

The UK’s diplomatic and military toolkit allow it to make a
difference in the Middle East. For historic and strategic regions, the UK
has deep and longstanding relationships with almost every country in the
Middle East. This fact, alongside its UN Security Council membership and
military capacity, give it the ability to have an outsized influence on the
course of Middle East affairs.

Any Middle East policy requires an Iran policy. Iran is the region’s
largest and most geographically secure power, with a revanchist
commitment to reshaping the regional and ultimately global order in
its own interests. It is a geopolitical hinge between the Middle East, the
Trans-Caucasus, and Central and South Asia. It exerts significant influence
over Muslim and specifically Shia communities globally. Supported by
a wide range of militarised proxies and sympathetic regimes from the
Levant through West Africa to South and Central America, its reach is
unparalleled by that of any country in the region. It is constructing a land
bridge connecting Iran to the Mediterranean (for the first time since late
antiquity), and has footholds in Yemen and the Palestinian Territories,
giving it leverage over the Middle East’s main naval chokepoints and
Britain’s key partners and friends. Every regional actor views the western
response to Iran as the defining feature of each country’s Middle East
policy.

Iran’s ultimate ambitions extend beyond the Middle East,and beyond
the immediate future. Iran is fundamentally committed to creating a new
Middle Eastern status quo where it is the region’s dominant power. From
this position, it can defend and export the Islamic Revolution, expand
effective control of territory, maximise revenues through legitimate and
illegitimate channels and deal — regionally at least — with Turkey, Russia
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and China as equals in a long-term contest for Eurasian mastery.

In the 2010s, Iran shifted from a defensive strategic posture to
an expansionist one. Its ambitions grew from solidifying its position
in neighbouring states to building a corridor through the Levant to the
Eastern Mediterranean, along with a flanking manoeuvre around the
Arabian Peninsula in Yemen into the Red Sea. This expansion gave Iran
access to, and the potential to control, the Suez-Indian Ocean maritime
chokepoint (in addition to the Straits of Hormuz), generating a long-
term threat to regional stability, global energy markets and trade between
Europe and Asia.

The Iran threat is not simply the nuclear issue, but a combination of
Iranian military capabilities, proxy groups, intelligence and influence
tools in the UK and elsewhere, and the nuclear programme. The most
obvious failure of Western policy, and particularly British and European
policy, has been to compartmentalise the nuclear issue diplomatically and
then treat this as the central policy issue in relations with Iran. Nuclear
developments, while an important part of the package, must be situated
within a more comprehensive understanding of the wider threat posed by
Iran. Iran policy, meanwhile, must begin with the strategic threat that Iran
poses, not the single, symptomatic element that is its nuclear programme.

Iranian expansion across the Middle East will continue unless there
is a Western —and indeed a regional Arab —policy change. Iran has links
with proxies in Iraq, Syria, Lebanon, and Yemen, as well as enduring if
sometime oscillating relationships with Palestinian Islamic Jihad (PIJ) and
Hamas. The longer Iranian regional expansion is left unchecked, the more
Iran will cement its hegemony over significant parts of the Levant, Iraq
and the southern Arabian Peninsula, intensify its efforts to undermine and
eventually destroy Israel and expand its presence beyond the Middle East.

Iran will soon expand its support to Russia’s war in Ukraine. Having
already transferred drones to Russia, Iran is likely soon to begin
transfers of advanced ballistic missiles to the Kremlin. In October,
under the Joint Comprehensive Plan of Action (JCPOA), sanctions on
Iran’s ballistic missile exports will lapse, making such transfers legal
under international law. Iran has also accelerated its programme of
nuclear enrichment, reaching the cusp of weapons-grade uranium and
developing centrifuge and other related technologies at existing and new
sites. Iranian nuclear advancement and military assistance to Russia — like
Iran an increasingly hostile revanchist power with shared interests in Syria
—increase the odds that President Putin, with the right incentives, will see
advantage in assisting Iran with nuclear breakout, transferring advanced
military technology, and supporting Iranian intelligence activity in Europe
and the UK.

The Iran-China Relationship, demonstrated by the recent Chinese-
brokered normalisation deal with Saudi Arabia, is also set to transform
the Middle East and undermine British and wider western interests. The
normalisation agreement is only the most recent step in a broader Chinese
Middle East policy to which Iran is central, and through which China
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hopes to secure long-term access to regional energy resources, captive
markets for its products and significant control over both land-based and
maritime trade routes, naval bases. In doing so, Beijing doubtless hopes to
reduce the dependence of the UK’s traditional regional partners on western
security and other guarantees. Iranian-Chinese trade has skyrocketed since
the Ukraine War began, as China takes advantage of illicit Iranian and
transshipped Russian oil. China has also expanded its economic footprint
in Iran and its strategic footprint in East Africa. The UK’s Indo-Pacific Tilt,
as described in the Integrated Review, was a sound strategic framework:
an Iran policy is a necessary complement to this.

Iran has thorough sub-threshold capabilities, including operatives
within the UK and links to transnational organised crime. Iran
simultaneously claims the legal rights of a traditional polity and contravenes
international law, allowing it to act in concert with organised criminal
entities, conduct assassinations and kidnappings abroad, and participate
in the international drug trade. In the last 15 months, MI5 Director Ken
McCallum and Counterterrorism Policing lead Matt Jukes have identified
12 to 15 cases of Iranian plots within the UK against British citizens or
Iranian dissidents. These statements are in line with those of the Director
of the FBI, Christopher Wray, pointing to more intense Iranian intelligence
activity in the past two years.

Iran is a theocracy ruled by a clerical elite that lays claim to the
leadership of the Islamic world, and is theologically opposed to the
West. Iran’s 1979 constitution claims a mandate over the entire Islamic
world and demands an interventionist foreign policy on behalf of the
“world’s oppressed”. Its founding was premised on a narrative of British
and American duplicitousness. A systematically anti-British, anti-American
and anti-western foreign policy is the logical corollary.

The short-term chances for political reform inside of Iran are
minimal. Iran’s “deep state,” comprising the Iranian Revolutionary
Guard Corps and hardline clerics, is now in complete control of Iran’s
domestic and foreign policy. Since 2019, Iran’s ‘reform movement’ has
been neutered.

Iranian domestic instability increases the likelihood of conflict. The
looming death of Iran’s 83-year-old Supreme Leader Ayatollah Khamenei
will likely lead to a succession directed by the most aggressive elements
of the Iranian state. This incentivises both Iranian nuclear breakout and
makes an Israeli strike on Iran more likely.

Now is the time for a new Iran policy. In addition to Iran’s highly-
publicized human rights violations, Iran’s alignment with Russia and
deepening economic alignment with China are part of a larger project
to reshape the present regional and international orders. Iran’s nuclear
program is more advanced than ever, raising the likelihood of an escalation
that threatens British interests—and citizens— in coming years. Iran’s
domestic politics incentivise a more aggressive foreign policy. Moreover,
whatever the outcome of the Ukraine War, the Russian military will require
at least two to three years, and perhaps as long as a decade, to reconstitute
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itself. Combined with Eastern European NATO’s major defence expansion,
this decreases the immediate threat that the UK will face from Russia in
Europe, freeing up resources for a more concerted strategic focus on the
Middle East.

Absent decisive action, the UK risks accepting both a nuclearised
Middle East and persistent Iranian strategic expansion. An Iranian
nuclear arsenal will trigger regional proliferation and increase sub-
threshold rivalry in the Middle East that raises the likelihood of direct
confrontation. Iran thrives off ungoverned spaces generated by major
military conflicts. As we have repeatedly seen, its Arab neighbours do
not have the military capacity to resist or roll back Iranian gains. This
means Iranian expansion is likely to continue unabated unless there is a
collective and systematic western response to it. Moreover, without an
Iran policy, the UK risks facing a major regional conflict, that will put at
risk the British economy and hundreds of thousands of British citizens,
without the capacity for a serious and effective response.

British strategy must go beyond preserving the status quo. Indeed
this no longer exists. Two decades of Iranian expansion and regional
turmoil (including the wars in Iraq and Afghanistan) have produced
a new and evolving balance of power that currently favours Iran.
British policy objectives should include maintaining freedom of access
to and movement through the Middle East’s maritime chokepoints, in
coordination with allies the defence of British partners and friends
including Israel and the Gulf States, and the limitation of Iranian strategic
disruption beyond the Middle East. Establishing a favourable balance
of forces requires diplomatic, economic, intelligence, ideological, and
military steps to undermine Iranian expansion, pressure the Iranian regime,
and credibly threaten an overwhelming response to Iranian escalation and
reprisals against Iranian attacks in the UK.

Listed Recommendations
Diplomatic steps to isolate Iran and support a stable Middle Eastern coalition:

* In consultation with the US, the EU, France, and Germany,
trigger the JCPOA’s Snap-Back Process to isolate Iran, ensure
international support for an anti-Iranian coalition, and force the
issue over Iran amongst the JCPOA’s signatories;

* Pursue security and intelligence partnerships with the key
powers surrounding Iran. This should include Azerbaijan, Saudi
Arabia, the UAE, Jordan, and Israel.

*  Work with Turkey and Azerbaijan in the Caucasus alongside the
UK’s European partners to undermine the developing Russia-Iran
Caspian Sea trade corridor — absent a greatly expanded regional
footprint, the corridor will develop unimpeded;

* Conclude a GCC-wide FTA and expedite arms sales to push back
against Iranian pressure against the Arabian Peninsula;

* Expand the 2021 UK-Israel Strategic Partnership through an

10
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innovation-focused Free-Trade Agreement to solidify the UK-
Israel relationship for a period of long-term competition with
Iran and ensure participation in major regional military exercises
alongside the U.S. and Israel.

Soft Power, Social Cohesion, Intelligence, and Human Rights: to disrupt Iranian
networks in the UK, leverage British cultural assets, and expose Iranian
criminal acts and domestic brutality;

¢ Stand up a hybrid public diplomacy and intelligence capacity,
either as an interagency group or a small separate team, to
integrate intelligence analysis and an understanding of Iranian
messaging with British public diplomacy strategies to identify
and counter Iranian subversive messaging in a more timely and
effective way;

* Revive soft power tools, particularly BBC Persian’s Radio
Service, through proper financing and staffing to connect directly
with the Iranian people; reorient other relevant regional services
like BBC Azeri, Arabic, Pashto; and stand up a BBC Balochi Radio
Service;

* Create language scholarship programmes through FCDO that
prioritise critical Middle Eastern languages, including Arabic,
Persian, Turkish, Hebrew, Azeri, Balochi, Pashto, and Dari to
revive British linguistic talent so critical for the security services,
intelligence, and public diplomacy;

* Use intelligence assets within Iran to identify human rights
violations and amplify those violations globally to win the
narrative battle against Iran by reporting Iranian human rights
violations to major news outlets and opposition media.

*  ExpelIranian diplomats in the UK suspect of having intelligence
links, and greatly increase the stringency of diplomatic visas issued
to Iranian consular personnel to undermine Iranian intelligence in
the UK by depriving Iran of official cover agents.

Financial Intelligence to enhance sanctions prosecution and ensure better UK
enforcement:

* Stand up an executive sanctions enforcement capacity to ensure
the UK actually regulates potentially illicit cash within its financial
system, patterned off the United States Treasury’s Office of Foreign
Assets Control (OFAC).

* Break down bureaucratic barriers for Financial Intelligence
by empowering the Office of Financial Sanctions Implementation
(OFSI), expanding its staff to around 200 from 70 employees,
and reorganising the NCA’s Financial Intelligence (FININT)
capabilities to provide this newly-empowered OFSI with an
actually responsible analytical capability.
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Counterterrorism steps to integrate intelligence, law enforcement, and military
capabilities:

* Revive the whole-of-government counterterrorism approach
developed originally to counter AQ and IS to ensure proper
bureaucratic coordination between different parts of the British
government to limit Iranian actions, potentially even empowering
and modifying the office of the Head of the Joint Intelligence
Organisation (JIO) to make it more adaptable, efficient, and
responsive during a period of strategic competition with Iran.

* Increase police and Security Service focus on both open and
covert Iranian regime activities to prevent assassinations and
kidnappings in the UK, including by tasking the Joint Terrorism
Analysis Centre and National Crime Agency’s intelligence
capabilities, along with MI5 and MI6 to hire more Persian analysts
and better fuse MI5, MI6, and NCA capabilities.

Legal and Regulatory Modifications to make the British state more capable of
acting in the grey zone:

* Use the National Security Bill as a vehicle to replicate
proscription to empower British law enforcement and break the
war-peace binary without triggering the potentially adverse effects
on British terrorism law that might arise from the designation of
Iran as a state terrorist organisation;

* Employ Regulation to limit IRI illicit finance by tasking the FCA
and other regulatory bodies with more aggressive enforcement
and auditing, particularly against companies and charities with
potential ties to Iran.

* Disrupt Iran’s dark tanker fleet by enforcing and if necessary
strengthening the requirements for British companies and British-
flagged ships to verify oil and gas transactions.

Military and Intelligence activity in the Middle East that appreciably — through
strategically sound deployments — influences the regional balance of forces
and bolsters deterrence:

* Bolster strategic communications efforts to link the Middle
East to other regions, using the Indo-Pacific Tilt as a heuristic,
and highlighting the Middle East’s strategic relevance to European
and Indo-Pacific security;

* Improve the UK’s ability to attack the Iranian international
network by reinforcing the mechanisms the UK created to respond
to non-state actors and adapting them to the Iran threat;

* Expand the capabilities necessary for the UK to deploy to the
Middle East as a crucial coalition member, including improving
British heavy airlift surface combatant units in the long-term,

12
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thereby demonstrating British commitment and reinforcing long-
term deterrence;

Conduct limited redeployments towards the Middle East
to maximise operational returns and improve short-term
deterrence, including by retasking British drones to the region
and relying on new autonomous technologies;

Review evacuation plans for British citizens in light of the
Afghanistan and Sudan evacuations, and with the recognition of
the sheer scale a Gulf evacuation attempt would demand.
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Global Britain in a Competitive Age (March
2021), 11.

Edward Stringer, “Ukraine Reinforces the
Case for the Integrated Review”, Policy Ex-
change, 21 March 2022, accessed via: https:/
policyexchange.org.uk/blogs/ukraine-rein-
forces-the-case-for-the-integrated-review/.

See David Lammy’s Chatham House Speech,
24 January 2023, accessed via: https://la-
bour.org.uk/press/david-lammy-speech-to-
chatham-house/.

Eurasia runs from the French Atlantic coast-
line to the South and East China Seas, from
the most remote reaches of Siberia to south-
ern India.

State of the Maritime Nation 2019 (Maritime
UK), 5.

Introduction: The Middle East
and the UK

The 2021 Integrated Review recognised the reality of a fragmented international
system, “characterised by intensifying competition between states over
interests, norms and values”." Russia’s 24 February 2022 escalation of its
war against Ukraine has demonstrated this trend in real time, as the UK
and its allies confront the largest European ground war since 1945.* In
this context, British strategic debate increasingly points to a binary choice
between the Indo-Pacific and Euro-Atlantic.’ In reality, however, the
present competitive age is another contest for Eurasia, the world’s largest
geographical region that includes the majority of the world’s population,
resources, and GDP.*

FIGURE 1: MAP OF EURASIA

” Geostrategic Model: the Heartland Thesis

Figure 1: A Map of the World Under the Strategic Heartland-Rimland thesis, ac-
cessed via: https:/www.redalyc.org/journal/279/27964799050/html/

Maritime trade facilitates 95% of all British trade.® It is therefore of crucial
importance to ensure that major Eurasian chokepoints remain open,
connection regions between these chokepoints unimpeded, and the links
from chokepoints to resources farther within Eurasia are uninterrupted.
British policy cannot therefore focus on one region. The UK must
have a policy for every Eurasian region, or risk being at the mercy of
strategic trends over which it has no control.
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Introduction: The Middle East and the UK

The Integrated Review articulated an Indo-Pacific approach which
balanced the acute military threat of Russia, and a long-term focus on
Asia. Its result was the Indo-Pacific Tilt.* However, the Integrated Review
paid insufficient attention to the crucial link between Europe and Asia, the
Middle East. Nine-tenths of global trade are still carried by ship, making
the Middle East, with its expansive Indo-Pacific and Mediterranean littorals
a far more viable trade route than Central Asia. The Middle East contains
three globally significant maritime chokepoints — the Suez Canal, Bab-
el-Mandeb, and Strait of Hormuz — which generate the region’s massive
commercial hubs like Saudi Arabia’s King Abdullah, Oman’s Port Salah,
Qatar’s Port Hamad, the UAE’s Port Khalifa, and Israel’s Haifa Port.” Threats
to Middle Eastern trade drove British Middle East policy until the 1970s.?

FIGURE 2: MAP OF THE MIDDLE EAST
Saudi-Iranian rivalries in the Middle East
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Figure 2: A strategic map of the Middle East, accessed via: https:/twitter.com/afp/
status/943496223968907267?lang=en-GB

Energy security intensifies the region’s importance. OPEC’s Middle Eastern
members control nearly 60% of the world’s proven crude oil reserves.’
Europe, the UK, and the UK'’s Asian allies still rely overwhelmingly on
these energy reserves, as do British adversaries.

Global Britain in a Competitive Age, 66.

“Middle East Container Ports Are the Most
Efficient in the World”, World Bank, 25 May
2022, accessed via: https://www.worldbank.
org/en/news/press-release/2022/05/25/

middle-east-container-ports-are-the-most-
efficient-in-the-world.

Magnus PS Persson, “Recent Literature on
British Policy in the Middle East, 1945-67",
Contemporary European History, 14:2 (May
2005),271-276.

Data from OPEC Annual Statistical Bulletin

2022, accessed via: https://www.opec.org/
opec_web/en/data_graphs/330.htm.
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FIGURE 3: OPEC SHARE OF WORLD CRUDE

OPEC share of world Crude Oil Reserves, 2021
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Figure 3: OPEC Share of world crude oil reserves, accessed via: https:/www.opec.
org/opec_web/en/data_graphs/330.htm

Iranian Ideology-Mythology and the UK
As the diplomatic joke goes, Iran is the last country to still consider the
UK a great power.

The UK reduced its Middle Eastern presence in 197 1. But ideologically,
Iran places the UK, along with the U.S. and Israel, at the heart of its historical
mythology. In this scheme, the United States is the ‘Great Satan’ and Israel
the ‘Little Satan’ that must be defeated to consummate Iranian power. The
UK, in turn, is the ‘Middle Satan’, Iran’s alleged great humiliator. British de
facto partitions of Iran in 1907 and 1941 played a significant role in Iranian
revolutionary thought. When nationalist Prime Minister Mohammed
Mossadegh nationalised the Anglo-Iranian Oil Company (AIOC) in 1953,
the UK played a leading role in deposing him. This historical mythology
makes Iranian antagonism towards the UK part of the Islamic Republic’s
political DNA.
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1953 IRAN

The Iranian regime’s grievance narrative places the UK at its centre. Under this
telling, the UK and U.S. deposed the democratically-elected Prime Minister,
Mohammed Mossadegh, to ensure British access to Iranian oil in an act of
singular perfidy. The truth is rather different

In 1951, the Persian maijlis nationalised the Anglo-Iranian Oil Company (AIOC),
legally a British possession, prompting Mohammed Reza Shah to appoint
Mossadegh, an aristocratic elder statesman, arch-nationalist, and thorough
Anglophobe, as prime minister.’® Mossadegh, appointed as prime minister
in Iran’s factional, elitist political system, was a long-term fixture of Iranian
politics, who had previously retired in 1947.

Mossadegh was intransigent throughout US-brokered negotiations, seeking
a maximalist arrangement that would provide Iran with all oil revenues from
the seized AIOC fields while ensuring Western technical assistance for their
operation, and rejecting multiple U.S.-offered compromises. Meanwhile, by
1953, the Iranian economy had collapsed due to an oil embargo and a lack of
Western technical assistance.

Iranian domestic politics became increasingly unstable, and the country
vulnerable to Soviet influence. The Korean War still raged at the time and, just
sevenyearsearlier,the Soviets sought to bite off northwestern Iran through two
puppet states, indicating the Kremlin's designs on the region.'* Mossadegh's
actions throughout 1952-1953 convinced every centre of Iranian power - the
bazari merchants, the aristocratic old politicians, the military, and the clergy
with their connections to the countryside - that Mossadegh was a long-term
threat to Iran’s prosperity. The military and political figures put out feelers to
the U.S. and UK embassies throughout Mossadegh’s premiership, but only in
March-June 1953 did the U.S. and UK acquiesce to Iranian-led resistance.

As economic difficulties intensified and Mossadegh’'s popularity amongst
the Iranian elite and people decreased, he sought to consolidate power. On
3-10 August, Mossadegh held a referendum on the dissolution of parliament,
conducted without secret ballots, and on 16 August dissolved parliament.
During a confused four-day period, the Iranian military executed a coup with
the UK and US’ backing, but nevertheless as the primary actors in the drama.

The simplistic narrative, that American fear of communism and British perfidy
drove a democrat from power in 1953, is simply untrue. Cold War geopolitics
and energy questions did intersect with [ranian domestic issues to generate the
1953 coup, but it was those domestic factors - and Mossadegh’s fundamental
unpopularity - that led to his removal.

The Physical Threat

Hundreds of thousands of British citizens live in the Middle East. In the
UAE alone reside over 120,000 British expatriates.'* British business
connections in the UAE are robust, with 6,000 British-registered
companies located in the UAE. 20,000-plus Brits live in Saudi Arabia,
while around 5,000 live in Kuwait.!* Around 500-600 Brits move to
Israel each year, while 150,000-plus Brits travel to Israel for various
reasons annually.'* In the event of a serious security contingency in the
Middle East, a considerable number of British citizens would be on the
front line. Iran frequently employs kidnapping to extract leverage from
international targets. In recent years, Iran has arbitrarily detained dozens
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of British nationals, including the high-profile case of Nazanin Zaghari-
Ratcliffe and more recently, executed British-Iranian dual national Alireza
Akbari."” Iran has also kidnapped British nationals in the UAE'® and has
used kidnappings against its geopolitical rivals, attempting to abduct and
murder Israeli tourists in Turkey.!”

More broadly, a regional conflict would be severely disruptive to the
British economy. The Middle East accounts for 5% of British exports
and 2% of its imports.'® Since February 2022, the UK imported more
oil individually from Saudi Arabia and the UAE than from Russia, and
imported well over double the oil volume from the Middle East than from
Russia.'” A regional contingency would thus amount to a substantial supply
contraction and would cause oil prices to skyrocket. Moreover, 12% of
global trade transits the Suez Canal. The UK imports the majority of spices,
various oils, meats, and wine from Asia, all of which must transit the Suez
Canal. Moreover, the EU, the UK’s largest trading partner, imports around
a quarter to a third of its goods from Asia, the majority of which must also
transit the Suez Canal.*® Any disruption to the Suez-Indian Ocean maritime
route, therefore, would cause broader dislocation to Europe, with knock-
on effects in the UK.

Given the destabilising potential of a Middle Eastern conflict and the
direct threat that conflict poses to British interest, it is incumbent upon
British policymakers to articulate a Middle East strategy that deters and
manages regional escalation. Iran is the primary, and fundamentally only,
instigator of a major potential conflict, meaning that any Middle East
policy must begin with Iran.

Iranian Objectives

Iran’s long-term goal is to become the Middle East’s dominant power,
thereby preserving the Islamic Revolution indefinitely, exporting it to the
rest of the Muslim world, and gaining the leverage to deal directly with
other great powers, particularly Russia and China.

Iran’s theocratic political model of Islamic Republicanism is not limited
to Iran. Rather, the Islamic Revolution, the Iranian regime’s term for the
1979 overthrow of the Shah, was meant to begin a broader revolution in
the Islamic world. Nor is Iranian ambition limited to Shia-majority areas.
Iran considers itself the Islamic world’s natural leader, and seeks to export
the Islamic Revolution first to areas with major Shia populations like Iraq,
Lebanon, and parts of Syria, and then to the Islamic world more broadly.

By uniting the Islamic world under the Iranian banner, Tehran hopes
to preserve the Islamic revolutionary regime indefinitely. Insulated by
a buffer of friendly Islamic states, and directly or indirectly controlling
the majority of the world’s oil reserves, Iran would be immune to long-
term economic pressure. This Iran, likely armed with nuclear weapons,
could expand conventional and advanced military capabilities to expand
its influence in the Mediterranean and Indian Ocean.

A united Islamic world under Iranian leadership, meanwhile,
would be a bona fide great power, the first Islamic great power since the
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Ottoman Empire, and the first Middle Eastern actor capable of projecting
power beyond the region since the early 19" century. An emboldened,
empowered Iran would be able to negotiate with Russia and China, the
other Eurasian authoritarians, on reasonably equal terms. It would also be
able to extend its influence throughout Eurasia and even gain allies in the
Americas, likely first turning to Venezuela and Cuba, and then to other
Latin American states hostile to the Anglo-Euro-American international
system.

In short, then, Iran’s long-term strategic objective is great-power status.

The COVID-19 Pandemic, Russian invasion of Ukraine, and growing
Chinese threat to Indo-Pacific security and stability all indicate a renewed
era of systemic great power competition, which the Integrated Review’s
first draft and refresh clearly recognise.”’ The emergence of a third
authoritarian great power in Eurasia would acutely undermine British
economic and strategic security, threaten British allies, and create a balance
of forces hostile to British values and the liberal international system those
values support.

Moreover, Iran’s concerted campaign to gain great power status has
destroyed the Middle Eastern status quo. The Prime Minister has already
signalled a departure from status quo thinking in the Indo-Pacific.”* Absent
a Middle East status quo, the UK’s objective should be to cultivate a regional
balance of forces that preserves Britain’s interests in regional commerce, the respect
for national borders, and the defence of its allies.

Every aspect of the Iran threat — its non-violent subversion within the
UK, its intelligence activity and assassinations beyond the Middle East, its
kidnappings and pressure on dissidents, its illicit cashflow through its links
with organised criminal groups, and its nuclear and conventional military
expansion — all stem from Iran’s principal objective of great-power status,
and are all meant to establish a new balance of forces.

21. Global Britain in a Competitive Age, 17.

22. “PM speech to the Lord Mayor’s Banquet:
28 November 2022" 28 November 2022,
accessed via: https://www.gov.uk/govern-
ment/speeches/pm-speech-to-the-lord-
mayors-banquet-28-november-2022.
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The Structure of the lIran Threat

The Iran threat has crystallised given Tehran’s active support for Russia
in Ukraine and repeated violations of human rights during the 2022-
2023 Mahsa Amini protests. The threat from Iran itself is not new — it
evolved throughout the 2010s as Iranian power and ambition increased.
However, Iran’s increasingly robust relationship with Russia, and now
China, have made it a particularly acute threat to Middle Eastern peace
and, of equal importance, given Iran a legitimately global reach. Indeed,
the recent Chinese-brokered normalisation between Iran and Saudi Arabia
demonstrates the degree to which the regional balance of forces has shifted
in Iran’s favour.

Human Rights, Terrorism and Organised Crime, and Social Cohesion
Iran’s internal repression dovetails with its support for terrorism,
intelligence network in the UK, Europe, and Middle East, and active
meddling in British society and politics. British Iran policy must therefore
consider Iran’s human rights violations and connect them to its support
for terrorism and organised crime, and its intelligence activity. For Iran,
there is no distinction between the domestic and the international,
meaning Iranian activity abroad is a coherent aspect of Iranian strategy
more generally.

Thekilling of Mahsa Amini has sparked a protest wave in Iran reminiscent
of the 2009-2010 Iranian Green Movement.”> The regime turned to its
security services to crack down upon the protestors. Since the protests
began on 16 September 2022, several hundred Iranians, including British-
Iranian dual nationals, have been executed, and an estimated 20,000
Iranians have been imprisoned.** The U.S. Department of State’s 2022 Iran
Human Rights Report identified 500 Iranians killed by the regime’s security
services, including 69 children.” The Iranian security services actively
target suspected resistance organisations including teachers’ associations
and other groups, impinging upon freedom of association and disrupting
civil society.?® Iran frequently employed torture, deprivation, and sexual
violence to force confessions from jailed dissidents.” Moreover, the
Iranian state is noticeably more violent against ethnic minority dissidents
than others.*®

Below is an excerpt from the 2021 report describing the torture of
two Balochi-Iranians, Hassan Dehvari and Elias Qalandarzehi, arrested on
spurious political charges:

In the (Ministry of) Intelligence (detention center), we were subjected
to physical and psychological torture including being threatened with
rape, tying us to the “miracle bed” (a bed used for flogging prisoners), all
types of instruments, like whips, cable wires, a metal helmet that would
be wired with electric shocks to our heads, attempting to pull out hand
and toe nails, turning on an electric drill and threatening to drill our arms
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and legs, bringing my wife and a video camera and [telling] me that either
I accept the charge or they would rape her and film it in front of me.”

Both Dehvari and Qalandarzehi were tortured for months before their
executions in early 2021.

FIGURE 6: EXECUTIONS IN IRAN
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Figure 6: Iranian execution data in 2021, accessed via: https:/www.bbc.com/
news/world-middle-east-61256213

Iran’s 1979 Constitution and legal code permit punishments including
stoning, executions, and amputations, limits free expression and political
participation, and explicitly enshrines a second-class role for women.*
Iran further has one of the highest execution rates in the world — since
2010, it has been second only to China in its application of the death
penalty.’' These violations are possible only because of its robust security
apparatus. At its heart is the IRGC, a hybrid internal security, external
action, and warfighting service that prosecutes Iran’s foreign interventions.
IRGC officers receives the bulk of preferential state positions, while the
organisation receives priority for funding and general influence over the
Iranian state.’”

The IRGC includes several regional commands, each of which trains and
equips IRGC divisions and brigades.?* Below this is the Provincial Guard,
a province-level devolvement of the IRGC that operates in 32 independent
cells, corresponding to Iran’s first-order organisational system.** The
Provincial Guard is responsible for the Basij paramilitaries, a five million
strong force of reservists that provide invaluable additional public security
manpower. The Basij system also cross-pollenates with the police — since
2007, the majority of new Iranian police recruits are also Basij members,
increasing the IRGC’s control of the security system.*
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The Structure of the Iran Threat

Iran’s intelligence services and the IRGC Quds Force have a global
presence. Iran’s intelligence activity connects Iran with terrorist groups
and organised criminal syndicates. Iranian intelligence has two objectives.
First, Iran intimidates, kidnaps, and assassinates Iranian dissidents.*® The
IRGC has conducted operations on British and American soil, within the
EU, and throughout the Middle East. MI5 Director-General Ken McCallum,
in his 2022 threat assessment, notably identified Iran as behind at least ten
plots against British citizens and UK-based dissidents.”” In 2011, the U.S.
FBI foiled an Iranian plot to assassinate the Saudi Ambassador and attack
the Saudi and Israeli embassies.*® Iranian intelligence also has an extensive
European presence. According to Germany’s Federal Intelligence Service,
the BND, 160 active Iranian agents have been with German connections,
primarily engaged in operations against Jewish groups.®” Iranian agents
are also active in the Netherlands. AIVD, the Netherlands’ intelligence
agency, identified Iranian participation in two assassinations of regime
dissidents in the 2010s.%°

In 2022, the IRGC likely organised the Salman Rushdie Assassination
Attempt, during which Hadi Matar, with known sympathies towards the
IRGC and Hezbollah.®' The world-renowned British-American novelist has
had a price on his head since Khomeini issued a fatwa calling for his execution
in 1989.°* Iranian intelligence is extraordinarily persistent. This January,
FBI Director Christopher Wray announced that U.S. law enforcement had
stopped a second plot against an Iranian dissident journalist in the New
York City area.®® Although the target’s name is unconfirmed, it is almost
certainly Mahsa Alinejad, an Iranian-born journalist whose high-profile
criticisms of the regime have drawn the Iranian state’s ire, and who Iranian
intelligence previously sought to assassinate in 2021.%*

Iranian intelligence also targets dissident Iranian media outlets. Iran
International, founded in 2017, has become the premier opposition
news network in the Persian speaking world.®® In February 2023, Iran
International announced that it will transfer operations from London to
Washington, DC given pervasive IRGC security threats against its staff.®
Iranian intelligence, then, not only targets dissidents in general, but also is
tasked with breaking up dissident information networks that can threaten
the Iranian regime.

Beyond its intimidation of and attacks on dissidents and regime
opponents, Iran uses its international intelligence presence to facilitate its
links to the global black market.®” The IRGC and bonyad system — which is
in turn IRGC controlled — interfaces between the Afghan drug trade and
international markets. Iranian agents, either directly or through Hezbollah,
then work with Latin American drug cartels and Euro-American gangs.®®
Venezuela is Iran’s primary conduit to Latin America. Hugo Chavez and his
successor Nicolas Maduro progressively turned to the drug trade to ensure
state finances.® Iran, through a variety of shell companies, works through
Venezuela to ensure Latin American drug access.”’ It also has connections
with Mexican cartels, most notably Los Zetas.”' Iranian groups also have
European links, most notably to Anglo-Irish organised crime through the
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Kinahan Gang, which has laundered money for Hezbollah, and the New
IRA, whose relationship with Hezbollah was facilitated by the Iranian
embassy in Ireland.””

Iran employs its illicit financial connections and links to criminal
organisations to evade sanctions and export illegal oil.”* Iran has perfected
its Dark Tanker methods over the past decade, using incorrectly-registered
ships with their transponders turned off and shipping oil through Kuwait
to evade detection.”* Iranian oil exports probably grew by 35% in 2022
despite Western sanctions.”

Finally, Iran poses a direct threat to British social cohesion. Iran has
a network of active agents and friendly plants within the UK that it has
used, and will employ in the future, to infiltrate British society. Iranian
influence networks overlap with, but are distinct from, its intelligence
activities in the UK. Iran works through religious and social organisations.
Iranian influence operations seldom target Shia causes, given that only
five percent of British Muslims are Shia.”® Instead, Iran creates pan-Islamic
organisations for its own ends, like the Maida Vale Islamic Centre of
England, which has Iran’s Supreme Leader serve as one of its trustees.””

British Sunni Muslim organisations generally ignore Iranian domestic
brutality and its viciousness in Syria and Iraq, instead focusing on anti-
Western and anti-Israel causes. This affords Iran significant operational
space, as it can generate support for its causes without marking itself as
Shia in a British context. Iranian networks have staged rallies in support of
Iran’s Iraqi proxies, including Kataib Hezbollah, which has killed British
soldiers in the Middle East during the Iraq War.”®

Iran’s Islamic organisations in the UK have also influenced British
electoral politics, most recently courting former Scottish First Minister
Nicola Sturgeon in 2019.”” Indeed, Iranian influence on the SNP runs
deep. In 2015, former Scottish First Minister Alex Salmond led a formal
trade delegation to Iran.** A number of SNP officials are linked to Iranian
agents, including East Kilbride Councillor Ali Salamati — moreover, the
Iranian-linked charity Ahl al-Bayt has received significant donations from
the Scottish government.®' Iranian social media and cyber capabilities
amplify Iranian manipulation. Iran has sought to use astroturfed social
media accounts in the past to support Scottish separatism, doing so during
the previous Scottish Independence Referendum and during other Scottish
elections.®” If the SNP execute a Catalan-style illegal referendum, their
effort will receive Iranian support. Nicola Sturgeon’s exit as SNP Leader
and Scottish First Minister may increase the possibility of pro-Iranian
penetration. As of this writing, Humza Yousaf, currently second in polling
for SNP Leader, has historical connections to Islamist-sympathetic groups.®*®
Although he has no direct connections to Iran, a Yousaf win would ease
the task of Iranian social media operatives seeking to encourage broader
Muslim support for Scottish separatism.

24

|  policyexchange.org.uk


https://www.thetimes.co.uk/article/new-ira-forges-links-with-hezbollah-gq68x8w5w
https://www.thetimes.co.uk/article/new-ira-forges-links-with-hezbollah-gq68x8w5w
https://www.thetimes.co.uk/article/new-ira-forges-links-with-hezbollah-gq68x8w5w
https://www.dw.com/en/how-iran-is-boosting-oil-exports-despite-us-sanctions/a-64562167
https://www.dw.com/en/how-iran-is-boosting-oil-exports-despite-us-sanctions/a-64562167
https://www.dw.com/en/how-iran-is-boosting-oil-exports-despite-us-sanctions/a-64562167
https://www.voanews.com/a/tanker-trackers-iran-ditched-iraqi-oil-blending-scheme-for-better-way-to-evade-us-sanctions/6707265.html
https://www.voanews.com/a/tanker-trackers-iran-ditched-iraqi-oil-blending-scheme-for-better-way-to-evade-us-sanctions/6707265.html
https://www.voanews.com/a/tanker-trackers-iran-ditched-iraqi-oil-blending-scheme-for-better-way-to-evade-us-sanctions/6707265.html
https://www.voanews.com/a/tanker-trackers-iran-ditched-iraqi-oil-blending-scheme-for-better-way-to-evade-us-sanctions/6707265.html
https://home.treasury.gov/news/press-releases/jy1076
https://home.treasury.gov/news/press-releases/jy1076
https://www.voanews.com/a/q-a-iran-likely-grew-oil-exports-by-35-in-2022-data-company-says-/6924648.html
https://www.voanews.com/a/q-a-iran-likely-grew-oil-exports-by-35-in-2022-data-company-says-/6924648.html
https://www.voanews.com/a/q-a-iran-likely-grew-oil-exports-by-35-in-2022-data-company-says-/6924648.html
https://www.pewresearch.org/wp-content/uploads/sites/7/2009/10/Shiarange.pdf
https://www.pewresearch.org/wp-content/uploads/sites/7/2009/10/Shiarange.pdf
https://www.pewresearch.org/wp-content/uploads/sites/7/2009/10/Shiarange.pdf
https://www.telegraph.co.uk/politics/2023/02/11/home-office-accused-failing-close-irans-london-stronghold/
https://www.telegraph.co.uk/politics/2023/02/11/home-office-accused-failing-close-irans-london-stronghold/
https://www.telegraph.co.uk/politics/2023/02/11/home-office-accused-failing-close-irans-london-stronghold/
https://policyexchange.org.uk/blogs/london-rally-in-support-of-the-militant-group-hashd-al-shabi/
https://policyexchange.org.uk/blogs/london-rally-in-support-of-the-militant-group-hashd-al-shabi/
https://policyexchange.org.uk/blogs/london-rally-in-support-of-the-militant-group-hashd-al-shabi/
https://www.scotsman.com/news/opinion/columnists/how-nicola-sturgeon-narrowly-avoided-handing-propadanda-coup-brutal-iran-struan-stevenson-1401756
https://www.scotsman.com/news/opinion/columnists/how-nicola-sturgeon-narrowly-avoided-handing-propadanda-coup-brutal-iran-struan-stevenson-1401756
https://www.scotsman.com/news/opinion/columnists/how-nicola-sturgeon-narrowly-avoided-handing-propadanda-coup-brutal-iran-struan-stevenson-1401756
https://www.scotsman.com/news/opinion/columnists/how-nicola-sturgeon-narrowly-avoided-handing-propadanda-coup-brutal-iran-struan-stevenson-1401756
https://www.heraldscotland.com/news/14168707.snp-delegation-iran-highlights-scotlands-potentialcreate-foreign-policy-initiatives/
https://www.heraldscotland.com/news/14168707.snp-delegation-iran-highlights-scotlands-potentialcreate-foreign-policy-initiatives/
https://www.heraldscotland.com/news/14168707.snp-delegation-iran-highlights-scotlands-potentialcreate-foreign-policy-initiatives/
https://www.heraldscotland.com/news/14168707.snp-delegation-iran-highlights-scotlands-potentialcreate-foreign-policy-initiatives/
https://www.thejc.com/news/uk/sturgeon-s-link-to-anti-gay-iran-cleric-1.512738
https://www.thejc.com/news/uk/sturgeon-s-link-to-anti-gay-iran-cleric-1.512738
https://www.heraldscotland.com/politics/19867365.scottish-independence-debate-targeted-iran-based-fake-social-media-accounts/
https://www.heraldscotland.com/politics/19867365.scottish-independence-debate-targeted-iran-based-fake-social-media-accounts/
https://www.heraldscotland.com/politics/19867365.scottish-independence-debate-targeted-iran-based-fake-social-media-accounts/
https://www.thetimes.co.uk/article/snp-urged-to-drop-sectarian-and-divisive-muslim-candidate-gq8f6z62xjf
https://www.thetimes.co.uk/article/snp-urged-to-drop-sectarian-and-divisive-muslim-candidate-gq8f6z62xjf
https://www.thetimes.co.uk/article/snp-urged-to-drop-sectarian-and-divisive-muslim-candidate-gq8f6z62xjf

The Structure of the Iran Threat

The Evolving Threat: Iranian Strategic Expansion in the 2010s

In the 2010s, Iran shifted from a defensive strategic posture to an
expansionist one. Its ambitions grew from solidifying its position in
neighbouring states to building a corridor through the Levant and to
the Eastern Mediterranean, along with a flanking manoeuvre around the
Arabian Peninsula in Yemen. This expansion gave Iran access to, and the
potential control, the Suez-Indian ocean maritime chokepoint, generating
a long-term threat to regional stability. Notably, U.S. intelligence assessed
that, to quote former Director of National Intelligence James Clapper:
“Iran’s Supreme Leader continues to view the United States as a major
threat. We assess that his views will not change despite the implementation
of the JCPOA deal” .3* The Iran deal, therefore, made little difference to
Tehran’s strategic calculations.

Iran intervened in Syria as the anti-Assad protests transitioned to a full-
blown civil war. The Syrian Arab Army suffered from poor training and
morale, alongside a spate of defections.® Assad quickly lost ground to
the FSA and other rebel groups. Iran’s intervention in Syria was alone
insufficient to deliver victory to Assad — it took Russia’s subsequent, open
intervention to tip the scales in 2015-2018. However, Lebanese Hezbollah
became a crucial ground force for the Assad regime, giving the SAA
time to reconsolidate. IRGC Quds Force officers, including Quds Force
commander Qasem Soleimani, also directed multiple offensives that broke
rebel momentum, staving off Assad’s collapse in 2012-2013. Moreover,
while Russia provided aircraft, ammunition, and other materiel to the
SAA, Iranian intelligence, surveillance, and reconnaissance sustained
Syrian combat capacity.

Russia’s 2015 intervention, the tide turned decisively in Assad’s
favour. Concurrently, Iran signed the Joint Comprehensive Plan of Action
(JCPOA), reducing sanctions pressure and opening up Iranian cashflow.®
Moreover, the Iraqi military’s near-collapse in 2014 against IS’ initial
offensives, while placing additional strain upon the IRGC, did ultimately
allow Iranian-backed Shia militias in Iraq to gain a far greater political
position in the Iraqi security services.”” New cashflow enabled another
proxy intervention, in Yemen, in support of the Houthi Movement.*
This has provided Iran with a foothold at the Suez-Indian Ocean route’s
southern exit.

Compared to 20 years ago, the erosion of Western power in the Middle
East has created a regional strategic situation strongly favours Iran. Iran
has a continuous supply route to Lebanon through Iraq and Syria, along
with political leverage, if not political control, over both states. Iran thus
brackets the Suez-Indian Ocean route, through which a third of global
container shipping volumes transit, and is within striking distance of Gulf
State oil refineries.* Moreover, it has settled its ideological dispute with
the Palestinian terrorist movement, becoming Hamas’ primary benefactor,
and sustaining Palestinian Islamic Jihad. Iran thereby brackets Israel and
Jordan.”®

84.

85.

86.

87.

88.

89.

90.

James R Clapper, “Senate Armed Services
Committee Hearing - IC’s Worldwide
Threat Assessment: Opening Statement”,
Dirkson Senate Office Building, Washington
DC (9 February 2016), 5.

Will Fulton, Joseph Holliday, and Sam Wyer,
Iranian Strategy in Syria (AEI Critical Threats
Project & the Institute for the Study of War,
May 2013), 9-10.

Lindsey Graham and Morgan D Ortagus,
“Biden’s $90 Billion Bailout to Tehran”,
Foreign Policy, 28 April 2021, accessed via:
https://foreignpolicy.com/2021/04/28/iran-
deal-biden-bailout/. See also Emma Borden,
“The United States, Iran, and $1.7 billion:
Sorting out the details”, Brookings, 3 October
2016, accessed via: https://www.brookings.
edu/blog/markaz/2016/10/03/the-united-
states-iran-and-1-7-billion-sorting-out-the-
details/.

Hamdi Maliki, “The Future of Irag’s Popular
Mobilization Forces”, Carnegie Endowment
for International Peace, 21 September 2017,
accessed via: https://carnegieendowment.
org/sada/73186.

Seth G. Jones, Jared Thompson, Danielle
Ngo, Brian McSorley, and Joseph S. Bermu-
dez Jr.,, “The Iranian and Houthi War against
Saudi Arabia”, CSIS Briefs (December 2021),
4-7.

Joe Myers, “The Suez Canal in numbers”,
WEF, 25 March 2021, accessed via: https://
www.weforum.org/agenda/2021/03/the-
suez-canal-in-numbers/.

“Treasury Targets Facilitators Moving Mil-
lions to HAMAS in Gaza”, U.S. Department of
the Treasury, 29 August 2019, accessed via:
https://home.treasury.gov/news/press-re-
leases/sm761. Iran Military Power Report
(Defense Intelligence Agency, 2019),62-63.

policyexchange.org.uk |

25


https://foreignpolicy.com/2021/04/28/iran-deal-biden-bailout/
https://foreignpolicy.com/2021/04/28/iran-deal-biden-bailout/
https://www.brookings.edu/blog/markaz/2016/10/03/the-united-states-iran-and-1-7-billion-sorting-out-the-details/
https://www.brookings.edu/blog/markaz/2016/10/03/the-united-states-iran-and-1-7-billion-sorting-out-the-details/
https://www.brookings.edu/blog/markaz/2016/10/03/the-united-states-iran-and-1-7-billion-sorting-out-the-details/
https://www.brookings.edu/blog/markaz/2016/10/03/the-united-states-iran-and-1-7-billion-sorting-out-the-details/
https://carnegieendowment.org/sada/73186
https://carnegieendowment.org/sada/73186
https://www.weforum.org/agenda/2021/03/the-suez-canal-in-numbers/
https://www.weforum.org/agenda/2021/03/the-suez-canal-in-numbers/
https://www.weforum.org/agenda/2021/03/the-suez-canal-in-numbers/
https://home.treasury.gov/news/press-releases/sm761
https://home.treasury.gov/news/press-releases/sm761

The Iran Question and British Strategy

91

92.

93.

94,

95.

Fred Wehling, “Russian Nuclear and Missile
Exports to Iran”, The Nonproliferation Review,
6:2 (Winter 1999), 134-136.

April Brady, “Russia Completes S-300 Deliv-
ery to Iran”, Arms Control Today, December

2016, accessed via: https://www.armscon-
trol.org/act/2016-11/news-briefs/russia-
completes-s-300-delivery-iran.

Dmitry Trenin, “Russiaand Iran: Historic Mis-
trust and Contemporary Partnership”, Carn-
egie Moscow, 18 August 2016, accessed via:
https://carnegiemoscow.org/2016/08/18/
russia-and-iran-historic-mistrust-and-con-
temporary-partnership-pub-64365.

The CSTO is Russia’s de facto answer to
NATO, meant to provide Russia with strate-
gic control in the Caucasus and Central Asia.

Claire Mills, “Belarus: One year on from
the disputed Presidential election”, House of
Commons Library (Report Number 9344, 5
October 2021), 14-18; see also Nigel Walk-
er and Tim Robinson, “Belarus: 2020 presi-
dential election”, House of Commons Library
(Briefing Paper CBP 8979, 8 September
2020), 8.

Iran and Russia

Iranian regional expansion intensified its relationship with Russia, the acute
military threat the UK faces. Iran’s partnership with Russia stems from
the 1990s — despite Russian pledges to the contrary, the Kremlin assisted
Iran with its nascent ballistic missile programme from 1995 onwards.”!
However, this partnership intensified in the 2010s during the Arab Spring.
Russia sold Iran advanced military material, notably the S-300 air defence
system,’” and Iran offered Russia basing rights.” Iran’s Caspian maritime
link with Russia increases avenues for Russo-Iranian trade, and Iran is a
long-time Collective Security Treaty Organisation (CSTO) aspirant.”

FIGURE 4: RUSSIA-IRAN TRADE

Russia-Iran trade rebounds
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Figure 4: Russia-Iran Trade since 2005, accessed via: https:/www.gzeromedia.
com/the-graphic-truth-russia-iran-trade-rebounds

Iran has capitalised upon the Ukraine War to gain strategic leverage over
Russia and undermine the latitude the Kremlin has in the Middle East.
As it stands, Iran is Russia’s most public ally in Ukraine — compared to
Belarus, which since 2020 has been increasingly drawn into Russia’s
orbit, Iran’s choice to support Russia openly with military equipment is
far more consequential.” Iran has provided Russia with both economic
and military support. Economically, Iran has the world’s most robust
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sanctions-evasion networks, cultivated over decades. Of particular interest
is Iran’s ability to export petrochemicals through its dark tanker fleet and
various shell organisations. This ability sustained Russian revenues, and
there is considerable evidence of Iranian assistance.’® Iran and Russia have
signalled their intention to expand the trans-Caspian route, formalising
their new trade relationship. Russia will finance a major extension that
improves the link between Bandar Anzali, Iran’s major Caspian Sea port,
to Rasht, which is linked directly to the North-South Transport Corridor
that runs from Moscow to Mumbai.”” Russia has also invested in its major
Caspian ports and expanded the navigable canals between the Azov Sea
and the Volga, increasing trade potential.”® Moreover, Islamic Republic
of Iran Shipping Lines, Iran’s state-owned shipping company under U.S.
sanctions and formerly under EU and UN sanctions, increased its Caspian
Sea activity in 2022.”” All this points to a greatly increased Iran-Russia
economic relationship.

Militarily, Iran’s diverse drone and loitering munition fleet has become
integral to Russian strategy. Russia uses Iranian loitering munitions to
bombard Ukrainian infrastructure and civilians, while Iran’s small and
medium size UAS are crucial for Russian battlespace awareness.'” Iran
has deployed technical advisors, likely from the IRGC Quds Force, to train
Russian operators in Crimea.'”" Iran has also provided Russia with 300,000
artillery shells and one million ammunition rounds since November 2022,
ferrying supplies directly to Russia over the Caspian.'?”

Absent Iranian military and economic support, Russia’s war effort in
Ukraine may have collapsed. Russia burned through its precision-guided
munitions stockpiles by mid-2022, and faced a missile shortage even
as it began its strategic strike campaign.'® After its major strike waves
in December 2022, Russia struggled to sustain its bombardment of
Ukrainian infrastructure. Iran’s loitering munitions have relatively small
warheads.'** But they are cheap, easy to construct, and can be launched
from a modified civilian trailer bed.'*® Even absent ballistic missile transfers
to Russia, then, Iran has played a crucial role in the Russian war effort, as
critical as Belarus.'

Iran’s support for Russia in Ukraine demonstrates the degree to which
its hostility towards the West is fundamental and difficult to reverse. Iran’s
support for Russia does provide benefits. But Iran could well have allowed
Russia to persist without transferring it significant quantities of military
equipment, and instead providing it with only economic and commercial
support. The fact that Iran has engaged actively in the Ukraine War
indicates the degree to which Tehran has bet on a systemic transformation
throughout Eurasia, including in Europe. An impulse so deeply ingrained
in Iranian strategy will not be dislodged by a negotiated agreement over
Iran’s nuclear programme.
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Iran and China

Iran’s relationship with China is less public but equally relevant. Sino-
Iranian relations have been vital for Tehran. Chinese consumer electronics,
automobiles, and other manufactured goods have reduced Western
sanctions pressure.'?” Iran is also a long-standing petrochemical exporter
to China, not as critical as the Gulf States, but still relevant for Chinese
energy security. As Sino-American tensions increase, Iran can spoil the
theorised American “far blockade” that cuts off Chinese oil and gas
imports from U.S. positions in the Middle East, strangling the Chinese
economy during an Indo-Pacific War. There is no guarantee that Iran
would be a co-belligerent; but Iran’s strategic importance to China is only
likely to increase as friction with the U.S. grows.!”® The U.S. withdrawal
from the JCPOA made the Shanghai Cooperation Organisation, the Sino-
Russian political organisation, a lifeline for the Iranian economy.'” Tehran
obviously views the SCO as a safety valve against Western sanctions — in
June 2022, Iran proposed a single SCO currency, which would allow a
Russia-China-Iran grouping to evade Western sanctions.''’

FIGURE 5: CHINA-IRAN TRADE
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Figure 5: China-Iran Bilateral Trade, accessed via: https:/www.atlanticcouncil.org/
blogs/iransource/despite-sanctions-china-is-still-doing-some-business-with-iran/

Iranian president Ebrahim Raisi’s recent visit to China increases the odds
of open collaboration between Tehran and Beijing.'!" Raisi did not seem
to achieve a full-on diplomatic breakthrough, despite travelling to China
with multiple key ministers and Iran’s lead nuclear negotiator, although
China recommitted itself to the JCPOA in another sign that it will flout
any reimposed sanctions.''* Rhetorically, moreover, Iran has increasingly
turned to the sort of non-alignment, anti-hegemonic, anti-Western
rhetoric so common in Chinese speeches.'"?

The Indo-Pacifictilt emphasises the need forboth ‘broad’ and ‘integrated’
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The Structure of the Iran Threat

presence in the region.''* Self-admittedly, traditional hard power need not
be the core of the UK’s regional strategy, despite the political relevance
of a major military deployment like CS21.'"* Actualising the Indo-Pacific
tilt, and more generally, safeguarding the UK’s interests across the entire
Eurasian landmass, entails an integrated strategy that carefully employs
specific strategic elements where relevant.

The Sino-Russian connection demonstrates the degree to which the
Iran question must be understood through the framework of the Indo-
Pacific tilt. The more Iran and China expand their economic, technological,
and strategic interactions, the more China will be relevant in the Middle
East, and Iran in the Western Indian Ocean. Moreover, China has already
signalled a desire to expand its Middle Eastern presence through its
Djibouti naval base — the PLA’s first overseas military installation — its
participation in various anti-piracy missions in the Western Indian Ocean,
and its concerted economic expansion in East Africa.''® Actualising the
Indo-Pacific tilt, then, and properly executing an integrated foreign policy,
requires a distinct British focus on the Middle East, and particularly on
Iran.

The Trilateral Relationship

Russia-China-Iranian cooperation is far from the level of an alliance.
However, the strategic logic for this cooperation has only intensified over
time, and with the JCPOA’s fragmentation, is only likely to grow. Physical
disruption to this cooperation may be possible, and in the long-term,
Russia-Iranian cooperation may be impossible to sustain given historical
trends. Nevertheless, Russia-Iran and Russia-China-Iran relations are
governed by forces largely independent of actions the UK and its allies
take. The reality, then, is that the UK must assume the three authoritarian
powers are cooperating, albeit not formally allied, under a New Non-
Aligned Movement.'"’

Normalisation and the Balance of Forces
The 10 March normalisation announcement between Iran and Saudi
Arabia, brokered by China, demonstrates the degree to which the regional
situation has unravelled, the extent of Tehran’s ambitions, and the
likelihood of increasing Iranian assertiveness absent a British policy shift.

Iran and Saudi Arabia are long-term regional rivals, having been at
odds since the 1979 Revolution, when Saudi Arabia supported Saddam
Hussein’s invasion of Iran.''® Iran has sponsored terrorist attacks
throughout the Arabian Peninsula, including in Saudi Arabia itself, and
has bombarded Saudi energy infrastructure through its proxies in Yemen
and Iraq.'"” In the former context, Iranian support for the Houthis has
created a long-term strategic problem that Saudi Arabia has not solved
militarily or diplomatically.'*® In response, Saudi Arabia has supported
protests within Iran.

The Chinese-brokered normalisation between Tehran and Riyadh ends
seven years of diplomatic hostility. Even in the short-term, the agreement
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is unlikely to eliminate tensions between Iran and Saudi Arabia. There
are simply too many friction points, and too much ingrained hostility,
to foster a comprehensive agreement. Moreover, although the ceasefire
in Yemen has held for a year, it is entirely unclear whether Iran offered
any legitimate concessions to Saudi Arabia bar a pledge to refrain from
infrastructure attacks — in previous negotiation rounds, brokered by Oman
and Iraq, Iranian intransigence over the Yemen question continuously
frustrated an agreement.'”' There is evidence, meanwhile, that the Saudi
foreign policy establishment understands the temporary reality of any
agreement with Iran.'*

Nevertheless, the normalisation has three implications.

First, Iran will be emboldened, viewing itself as a major power that has driven forward
and alternative global system. Iranian leaders are already convinced that the
Western-led Anglo-American international system is in terminal decline,
as Russia wages war in Ukraine and China menaces the Indo-Pacific
peace. This explains Iran’s support for Russia in Ukraine as an adventurist
intervention on the long-term winning side. Iran’s leaders are wrong in
their assessment, but Tehran’s participation in a landmark diplomatic
agreement that involves China, a bona fide great power, and that brings
Iran’s incorrigible sectarian rival to the table, will confirm Iranian analytical
and ideological biases. Iran’s ambition and aggression will therefore only
grow.

Second, years of American inaction and Western commitment to the JCPOA have
undermined Gulf State trust in Western security partnerships. If the regional balance of
forces were not increasingly tilted towards Iran, Saudi Arabia would have
felt no need to engage in negotiations with its long-term rival. Doubling
down on the diplomatic approach that has characterised the West’s Iran
policy for the past 30 years, and particularly the past 10, will simply
alienate Riyadh even further. Saudi Arabia has no confidence that Iran
can be deterred, not only from nuclear breakout, but simply from attacks
on Saudi critical infrastructure. Hence by hedging through an agreement
with China, Saudi Arabia may be able to “buy off” Iran, or at least buy
time for more negotiations.

Third, the Indo-Pacific is now intimately linked to the Middle East. China’s
diplomatic ambitions evidently extend beyond Asia. Beijing’s “Peace
Proposal” in Ukraine, alongside its brokered Middle East deal, demonstrate
its commitment to shaping Eurasian conflicts outside its geopolitical
backyard. This reinforces the case for a Middle East aspect to any British
Indo-Pacific policy, since China obviously understands the two regions as
connected.

The normalisation agreement will not settle Iranian-Saudi disputes.
Renewed competition in Yemen, Lebanon, Syria, and Iraq is probable in
the coming 24 months. But by hedging its bets, Riyadh has signalled to
Tel Aviv, Washington, and the West more generally that its Middle East
policy is insufficiently robust, and Saudi Arabia will look elsewhere to
secure its interests, even if temporarily.
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Iran clearly poses a threat to the UK in the long-term. However, a unique
combination of circumstances creates not just a long-term, persistent
strategic threat from Iran, but a short-term, highly acute threat from it that
is likely to intensify in the coming 36 months. Four reasons contribute to
this. Absent an Iran policy developed in the coming months, the UK
risks being caught flat-footed in a major regional crisis.

The Iranian Nuclear Programme:

Iran is now a nuclear weapons threshold state. There are two aspects
to its nuclear development, the actual warheads and its ballistic missile
capabilities. Both are highly advanced. As it stands, Iran has the uranium
stockpiles and centrifuge capacity to create a dozen-warhead nuclear arsenal
within six months, or as little as four weeks depending upon enrichment.'**
Iran has enriched a supply of uranium to 84%, just six percent from the
weapons-grade threshold of 90%-plus.'** Iran has also created a potent
ballistic missile arsenal, including missiles capable of hitting targets as
far as Romania and Greece. Iran’s more advanced ballistic missiles are all
nuclear-capable, and a growing number are solid-fuelled, reducing their
deployment time.'** Moreover, Iran has a space programme, providing it
with valuable Intercontinental Ballistic Missile development experience.

Estimates on breakout time vary, but Iran has enough enriched uranium
and centrifuges to sprint to a dozen nuclear cores.'*® Iran’s warhead
development remains unclear but, without assistance, Iran could likely
operationalise its arsenal in under six months.'”” Thus, it can stand up a
small but operational nuclear force in around a year from the decision
to produce weapons, assuming Iran does not receive technical assistance
from Russia or another nuclear power.

An Iranian nuclear weapon is unacceptable to Israel.'*® Iran’s ambitions
for regional domination point to a long-term confrontation with Israel
and, per Iran’s rhetoric and founding idées maitresses, Israel’s destruction
and the subjugation of the Gulf States. Hence, if Israel identifies an Iranian
nuclear weapons sprint, it will act. Moreover, Iran’s nuclear programme is
too mature for anything but a series of physical strikes to delay its nuclear
breakout. Iran has the technical expertise and experience to withstand
grey-zone against its nuclear development. Any serious attempt to stop
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Iranian nuclear development will require strikes across Iranian territory.
A strike, however, is exceptionally difficult absent support: Iran’s nuclear
sites are 1,500 kilometres from Israel, necessitating a complex refuelling
operation. This guarantees a significant Iranian retaliation against an Israeli
strike.

Iran would retaliate severely against a strike on its nuclear programme.
At minimum, it will use its own missiles, or those it has transferred to
Hezbollah and Hamas, to bombard Israel for weeks, raising the odds of
an escalation spiral that could go global. It could also activate Hezbollah
and begin another Lebanon War, forcing Israel to invade, while also
stirring up trouble in the West Bank and Gaza.'*” British and American
bases and assets would also likely come under attack from proxies. The
most vulnerable UK bases are HMS Jufair in Bahrain and the joint-U.S.-
UK al-Udeid Air Base in Qatar. Although historically, HMS Jufair had only
a few hundred permanently deployed personnel, the expansion of its
jetty to allow larger warships to dock at the base has increased its activity
over the past two years. Its personnel reached 1,000 in 2022, making it a
high-value target for Iranian bombardment."*’ Al-Udeid, moreover, is an
enormous air base. The UK contribution to the counter-IS campaign was
headquartered there, also raising its value as a potential target."*!

Iran could also conduct large-scale deniable attacks against Saudi and
Emirati oil production, which would derail global energy markets. Most
aggressively, Iran could employ its proxies to attack shipping in the
Suez-Indian Ocean maritime link. Even a limited disruption would cause
enormous supply chain disruption, and a spike in global inflation.

Finally, Iran’s intelligence and terrorist-criminal network abroad can
be activated to conduct attacks within the UK and Europe and kidnap
British citizens. Iran has employed this strategy in the past in Lebanon,
and sought to do so in Turkey to Israeli citizens in 2022."** Any number
of incidents, from kidnappings and cyberattacks to bomb threats, actual
terrorist activity, and mass protests, can be expected. Iran will leverage its
connections within the British and European Muslim community to stoke
social British divisions as well.

The JCPOA and the Ukraine War:

Russo-Iranian cooperation was significant before 24 February 2022.
However, it has greatly intensified in light of the Ukraine War. The
strategic differences between Moscow and Tehran, apparent since 2019,
have largely been resolved, now that Iran is Russia’s greatest ally, and bar
Belarus, only public ally in Ukraine.'**

Iran’s support for Russia in Ukraine provides Iran with three potential
benefits.

First, Iran may gain access to more advanced conventional technology
like the Su-35, Russia’s most advanced fighter aircraft, which Iran is set
to receive in March 2023."* Iran has already been transferred S-300s,
while Iranian and Russian forces, particularly naval units, have exercised
together more frequently.”® Iran has chosen an asymmetric military
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approach primarily because of sanctions pressure. Direct access to Russian
technology will not transform Iran’s military overnight but will accelerate
modernisation.

Second, Russia may support an Iranian nuclear breakout. As advanced
as Iran’s nuclear programme has become, there are still crucial technical
hurdles that remain. Foremost among them is the detonator mechanism
needed to create a viable nuclear device."** Additionally, as advanced as
Iran’s ballistic missiles have become, it will still take some time for Iran
to learn how to mate a nuclear warhead onto its weapons and deliver it.
Finally, Iran has never conducted a nuclear test — nuclear breakout absent
testing is historically unheard of, meaning Iran may require additional
support to leapfrog this key phase. Active Russian assistance to Iran’s
nuclear programme is unlikely, but Russia could be tempted to accelerate
Iranian breakout, if only to spread the U.S. thin. Russian assistance would
cut Iranian breakout time to only a few weeks.

Third, Russia may assist Iranian operations in Europe and the U.S. This
is the least public, and most dangerous, step that Russia could take. The
Russian intelligence services have been under stress since the Ukraine War
began. As European states expelled Russian diplomats, Russian intelligence
lost critical official cover channels to maintain spy networks."”” Russian
agents operating under unofficial cover have been caught since, including
in the Netherlands'*®, Sweden'?’, and Norway.'* In this respect, the EU
follows the UK'’s lead — since 2018, the UK has expelled 23 Russian spies
under official cover and denied diplomatic visas to 100 Russian embassy
staff likely to be intelligence officers, per Ken McCallum’s 2022 Threat
Assessment.'*! Nevertheless, Russia retains an extensive clandestine
network in Europe that it has cultivated over decades, and that conducted
the 2018 Skripal Poisoning in the UK and the 2014 Czech Ammunition
Depot sabotage incidents.'** Iranian intelligence is particularly capable of
targeting Iranian dissidents abroad. But the very fact that Ken McCallum
and now Matt Jukes, the Metropolitan Police’s Counterterrorism lead,
have spoken so candidly of the Iranian threat, and identified 15 Iranian
plots foiled in the UK since January 2022, demonstrates that UK
counterterrorism and counterintelligence efforts are putting pressure on
Iranian operatives.'*> Moreover, the overwhelming majority of known
Iranian actions are directed towards intimidating, kidnapping, or killing
opponents of the Iranian regime, rather than traditional intelligence
collection or military sabotage. If the Russian SVR, GRU, and to the
extent relevant FSB offered Iranian intelligence with support for external
operations, Iranian intelligence would gain significant capabilities.

These three benefits necessitate rapid, decisive action. The JCPOA
stands in the way of action by spoiling any sort of active coordination
against Iranian influence.
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FIGURE 7: IRANIAN MISSILE RANGES

The Countries In Range Of Iranian Ballistic Missiles
Maximum estimated/calculated Iranian ballistic missile ranges
Missile type
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Figure 7: Iranian missile ranges, accessed via: https:/www.statista.com/
chart/18019/maximum-estimated-calculated-iranian-ballistic-missile-ranges/

At this point, the JCPOA is politically dead. The U.S. will not rejoin the
agreement — Iran’s support for Russia in Ukraine and flagrant human
rights violations have poisoned negotiations, while Iran will not budge
on key American demands. However, given the U.S. withdrew from the
JCPOA without triggering the snap-back mechanism, it remains in legal
effect. The snap-back mechanism allows any of the JCPOA’s parties to file
a complaint that Iran is in breach of the deal. Once a snap-back complaint
has been filed, it takes unanimous UN Security Council consent to prevent
the reapplication of the entire UN sanctions regime, thereby formally
killing the JCPOA. As only one UN Security Council permanent member
can veto a snap-back pause, once triggered, the deal is legally dead.

The JCPOA was never meant to deny Iran a nuclear weapon. It rather
limited Iranian nuclear breakout by 15 years.'** The 2015 agreement’s goal
was to buy the U.S. and its diplomatic partners, including the UK, another
decade to conclude a broader diplomatic settlement with Iran that included
the entire Middle East. By the mid-2020s, careful diplomacy would have
hypothetically obviated the risks of an Iranian nuclear weapon. Because of
this now-obsolete premise, the JCPOA includes the phased elimination of
the UN sanctions regime on Iran.
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THE JCPOA AND SNAP-BACK PROCESS

The JCPOA provided Iran with phased sanctions relief in return for its nuclear
good behaviour. Iran agreed to limits on its enrichment levels, centrifuge
sophistication and number, along with IAEA inspections to verify Iranian good
behaviour. The JCPOA's other participants - the U.S., UK, France, Russia, China,
and Germany, termed the P5+1 - agreed to a long-term sanctions reduction
programme. The JCPOA front-loaded economic sanctions relaxation: the U.S.,
EU, and UN all removed embargoes on Iranian oil, lifted SWIFT designations on
Iranian transactions, and allowed Iran to access its U.S. Dollar reserves. After
fivetoeight years, remaining arms sanctions would be removed as well, allowing
ballistic missile exports and imports. After ten years, the JCPOA would phase
out all UN regulations on the Iranian nuclear programme. And after 15 years, in
2030, IAEA inspections would cease.

The only way to halt the JCPOA is through the snap-back process.**> Snap-
back is established in UNSC 2231 10-15, the UN Resolution that endorsed the
JCPOA. Any P5+1 member can lodge a complaint that Iran is in violation of the
agreement. After this complaint passes through the JCPOA's Joint Commission,
which takes at most 35 days, it is transmitted to the UN. Within 10 days,
either a UNSC state or the UNSC President at the time must bring forward a
resolution to continue the JCPOA. The UNSC then has another 30 days to vote
on this resolution. Because of the UNSC'’s veto system, all of the P5 states must
agree to continue the JCPOA. Hence it takes just one objection from the U.S,,
UK, or France to ensure the JCPOA dies. Killing the deal would automatically
reimpose all UN sanctions on Iran, including those that have already sun-setted,
making illegal Iran’s import and export of advanced military technology and re-
implementing UN sanctions on the IRGC and Islamic Republic of Iran Shipping
Lines.

The U.S. attempted to trigger snap-back in September 2020. However, the
UNSC, and the P5+1’s five other members, deemed that the US.. lacked
standing, having withdrawn from the JCPOA in 2018. Russia and China will not
trigger snap-back. Only the UK, France, and Germany have both the standing
and the desire to trigger snap-back.

The moment now nears where substantive military-technological
restrictions will be eliminated, not just economic ones. In October 2023,
UN sanctions that bar Iranian ballistic missile exports and regulate ballistic
missile technology imports will expire.'*® This will allow Iran to export
ballistic missiles to Russia for use in Ukraine, and in return, enable Russian
support for Iran’s nuclear programme, ballistic missile developments,
and conventional military forces. In July 2024, restrictions on advanced
Iranian centrifuges will be relaxed. Ten years after the JCPOA was adopted,
on 18 October 2025 — under three years away — the JCPOA’s snap-back
mechanism will expire.
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TABLE 2: JCPOA SUNSET DATES

Date Regulation to be Removed'#

October 2020 UN Embargo on Iranian conventional weapons exports
and imports

October 2020 UN visa ban on Iranian citizens involved in nuclear,
ballistic missile, and defence industry research

October 2023 UN limits on Iranian ballistic missile research and
development

October 2023 UN ban on Iranian missile and drone imports and exports
for systems with a 300 kilometre plus range

October 2023 U.S. sanctions on individuals linked to Iran’s nuclear
programme

October 2023 EU sanctions on Iran’s nuclear programme

July 2024 Sanctions on Iran’s advanced IR6 and IR8 centrifuge
testing and production

October 2025/January JCPOA “Snap-Back” process, which when triggered can

2026 reimpose sanctions

January 2026 The majority of sanctions on Iranian centrifuge import,

production, and development, along with JCPOA
oversight of Iran’s nuclear imports

January 2031 3.67% enrichment cap on Iranian uranium, uranium
stockpile limits, nuclear facility construction, and
aspects of IAEA monitoring

January 2036 All lAEA monitoring of Iranian centrifuges

January 2041 All lAEA monitoring of the Iranian nuclear programme

Most important of these checkpoints is the October 2023 ballistic missile
restriction removal. Iran would at that point have no incentive to limit
arms exports to Russia. The snap-back question is political, not legal — U.S.
sanctions are far more potent than the UN sanctions regime would be,
and Russia will not abide by renewed restrictions. It would therefore force
Russia and China to expose their disregard for international law, isolating
Beijing and Moscow.

If the ballistic missile sanctions elapse, Iran will likely export missiles
to Russia in August/September 2023, shortly before sanctions elapse,
and precisely when Russia prepares a renewed strategic strike campaign
in Ukraine. Increased Iranian leverage over Russia will raise the odds of
Russian technical assistance to Iran, shrinking breakout time, and equally
relevant, give Russia an incentive to support Iran directly during a regional
conflict. Ukraine receives the tools to defeat Russia by the autumn, the
Ukraine War risks expanding not to Europe, but to the Middle East.

The more Iran can gain leverage over Russia through missile exports,
meanwhile, the more probable it becomes that Russia passively or actively
assists Iran’s nuclear programme, transfers advanced technology, actively
supports Iranian military efforts in the Middle East, or extends intelligence
support to Iranian actions in Europe, the UK, and the U.S. The coming
six to twelve months are the last viable window to prevent Russian
involvement in the Iran issue and to limit Iran’s odds of gaining
advanced technology. It also makes the next 24 months a period of
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maximum danger, given the odds of a subsequent strike.

Iranian Domestic Instability:

Iranian domestic instability also amplifies the odds of nuclear breakout.
Specifically, Supreme Leader Ali Khamenei’s probable death in the
coming 36 months will trigger a succession crisis that empowers hard-
line elements within Iran and encourages the Iranian opposition, creating
interlocking domestic incentives for nuclear breakout.

Iranian Supreme Leader Ali Khamenei is 83, and in poor health. He
has disappeared from public activities multiple times in the past years,
and in 2014 underwent surgery for prostate cancer.'** Khamenei has been
a fixture of Iranian political life since his election as Supreme Leader in
1989. Moreover, from 1981 to 1989, Khamenei served as Iran’s president,
placing him at the heart of Iranian political life for the entirety of Iran’s
existence. He is, in short, the second-most consequential political figure
in modern Iranian history, behind only Khomeini. Iran has not navigated
a succession crisis since 1989.

Khamenei's governance model has empowered the IRGC, relying
particularly on Iran-Iraq War veterans to create a security state, manage
Iran’s black market economy, and prosecute international interventions.
Khamenei's successor will lack his standing and charisma. Hence
whomever the Assembly of Experts selects will be faced with a choice:
defer to IRGC power, thereby reinforcing Iran’s deep state, or challenge
the IRGC, and risk being deposed and transitioning the country to a more
traditional dictatorship.'*” Either way, the IRGC is the regime’s element
most likely to be empowered once Khamenei dies. These hard-liners are
the most committed to Iranian nuclear weapons development. Khamenei’s
succession is most likely the start of an Iranian breakout attempt. Iran’s
security state, moreover, is enormous — if the Basij paramilitary’s 600,000
reservists are included in calculations, Iran has around 18 security
personnel per 1,000 citizens, ranking between 20" and 25" globally.'*

Meanwhile, Khamenei's status in Iranian politics means his death will
trigger another protest wave — the current Supreme Leader embodies Iran’s
unique political model, while the most intense Iranian protests typically
demand his removal.”' Iran’s security state will act rapidly to suppress
dissent. But any regime is weakest during a transfer of power. Iran’s
credibility deficit, combined with Khamenei’s demise, could prompt
protests that shake the regime, or may embolden elements of the IRGC
otherwise too afraid to act. Even absent organised resistance, the natural
paranoia of IRGC hardliners, combined with Iran’s historical mythology
that elevates the role of Western meddling in Iranian politics, will cultivate
a perception of vulnerability."** This further raises the odds of a sprint
to nuclear weapons to obtain for Iran the ultimate insurance against a
Western-backed coup.

Finally, considering Iran’s relative instability post-Khamenei, Israeli
policymakers may identify a brief window of opportunity for an effective
strike before Iran’s machinery of government resettles. The most reasonable
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political moment to strike Iran would be during a succession crisis that
undermines the Iranian policy apparatus’ capacity for rapid reaction. The
IRGC’s elements that Khamenei’s death will empower recognise this, and
may preemptively break out or escalate against Israel, the Gulf States, and
the U.S. and UK, triggering a military response.

Eroded Deterrence in Israel and the Gulf:

The Saudi-Iran normalisation agreement and Israeli domestic political
instability have eroded regional deterrence, increasing the odds that Iran
will act in the next 24 months.

Saudi Arabia has removed itself from the balance of forces between
Iran and its regional adversaries for the next two years. An Israeli strike
on the Iranian nuclear programme is operationally complex, far more
complex than 1981’s Operation OPERA strike on the Iraqi reactor and
2007’s Operation ORCHARD strike on the Syrian reactor. Israeli attack
aircraft must fly over 3,000 kilometres round-trip.

Even the longest-range Israeli combat aircraft, equipped with long-
range missiles, must refuel at least once, or land in a friendly airfield before
conducting the strike or returning to base. The normalisation agreement
rules out both Saudi participation in a strike, which would bring another
200-plus aircraft into combat, and implies that Saudi Arabia would not
provide Israel with airspace access to strike Iran. This would force Israeli
strike aircraft to transit Syrian and Iraqi airspace. Iran has expanded its
air defences in Syria over the past four months, complicating an already
extraordinarily difficult military task.'** Israeli tankers would need to loiter
for hours to support strikers conducting the attack, all the while exposed
to Iranian air defences and combat aircraft. Normalisation therefore limits
Israeli military options.

Israeli domestic politics also influences the international situation.
Israel remains in the midst of a five-year political crisis. In its most recent
iteration, the Netanyahu government has sought to overhaul the Israeli
judiciary, prompting political backlash throughout Israeli society.'*
Resistance has become so severe that members of elite IDF units threatened
to skip reserve duty.'*® As of this writing, the government has paused its
legislative package. But the reality of deep-seated societal disagreement
over the character of the state, along with foreign diplomatic interventions
in Israeli domestic politics, imply an isolated, divided Israel that cannot
respond decisively to external security threats.'**

Hassan Nasrallah, Hezbollah’s Secretary-General, has predicted that
Israel will collapse before its 80" year.'*” As leader of Iran’s premier proxy
organisation, his statements indicate the direction of thought within the
Iranian regime. Since March, Iranian proxies have intensified their rocket
attacks against Israel."*® Iran has also intensified its recruitment efforts in
the West Bank, while terrorist attacks have become more frequent since
March 2023."” All this indicates the erosion of deterrence between Israel
and Iran, and the likelihood of regional escalation in the near future. An
isolated, divided Israel encourages violence in the Middle East.
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The Current Opportunity for an Iran Policy:

An Iran policy unveiled in the immediate future would capitalise on a
shift in the British domestic political environment. Parliamentary debate
demonstrates the degree to which Iran has entered the national political
conversation. Parliamentarians are openly considering proscription against
the IRGC, an unprecedented legal step, and an unthinkable one just six
months ago.'*® Iran policy debate has spilled over into general and specific
parliamentary business. Most demonstratively of the legislative mood,
Security Minister Rt Hon Tom Tugendhat MP’s statement on 20 February
2023 addressed Iran’s threat to UK-based journalists, and prompted an
overwhelming reaction towards a forward-leaning Iran policy.'*! Rapid
Governmental action would there capitalise upon extant, obvious support
for a coherent Iran policy.

The national political mood has shifted as well. The British public
remains fully engaged with the Ukraine War a year on and, despite
predictions of war fatigue, entirely committed to the UK’s continued
forward-leaning role.'®* Public reaction to the Iran protests is undoubtedly
linked to the UK’s sympathy for Ukraine, considering Iran’s direct support
for Russia and equivalent barbarism towards its own people. Indeed, the
British public has been exposed more explicitly to Iran’s crimes over the
past months than at any other point, facilitating a long-term shift in public
sentiment. The most recent Trafalgar Square rally in solidarity with Iranian
protestors attracted thousands in a scene reminiscent of the rallies during
the Ukraine War's early days.'®® This indicates public appetite for action
against Iran that should be leveraged for coherent policy.

There is also a bureaucratic opportunity for a coherent Iran policy.
The Integrated Review refresh maintains the UK’s Indo-Pacific Tilt. It
recognised Russia as an acute military threat, which the Ukraine War
confirmed, while also identifying China as a systemic competitor and
articulating the need for long-term Indo-Pacific engagement. However,
there is still no systematic framework for Middle East policy, nor an
explicit link between Middle East policy and the UK’s policy in other
Eurasian regions. Given the obvious threat from Iran, and the degree to
which the Iran question is linked to the Eurasian balance, it is reasonable
to capitalise upon the Integrated Review refresh to articulate a coherent
Middle East policy.

Additionally, the Iran threat is not unique to the UK. The U.S., France,
and Germany face a similar strategic situation.'®* Each allied capital watches
the others, as previous Iran debates have demonstrated — when the U.S.
previously sought to trigger snap-back sanctions after exiting the JCPOA,
the Iran Deal’s three European powers all stood together, unwilling to
break ranks and trigger sanctions. Forthright British action will have an
effect in allied capitals, catalysing European and American action.

Meanwhile, there is a military opportunity for increased British Middle
Eastern focus. The Ukraine War’s outcome remains unclear. But whatever
the conflict’s end-state, Russia’s military must be rebuilt.'®> The Russian
Armed Forces, along with the National Guard, have taken horrendous
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casualties. Per U.S. and UK reporting, total Russian losses have surpassed
200,000, with around 50,000 at least killed.'*® Russian equipment losses
have also been high, perhaps as high as half of the Russian tank fleet.'®’
Moreover, corruption hollowed out the Russian military’s nominal
front-line strength, while the Western sanctions regime, despite its gaps,
has pressured Russia’s defence industry. It will take at least two to four
years, and perhaps even a decade or more, for Russia to rebuild itself
as a credible conventional military power.'®® All the while, European
defence production will increase, and Eastern Europe’s NATO members —
particularly Poland — will field greatly expanded land forces.'®

Foratleast the next 24 months, then, and more likely until the late 2020s,
the UK will not face a major conventional threat from Russia in Europe.
The Russian Aerospace Forces and Navy may remain an issue. But Finnish
and probable Swedish NATO accession, along with the Atlantic Alliance’s
broader defence buildup, should mitigate the threat conventional Russian
air and naval forces can pose to the UK.'”° This creates a brief window
of opportunity for the UK to apply its military power in the Middle East
without significantly weakening its defence in the Euro-Atlantic.

Worryingly, however, there are increasing signs that British allies,
without some sort of push, will not act prior to another round of regional
escalation.

IAEA Director-General Rafael Mariano Grossi travelled to Iran on
3-4 March 2023, producing a joint statement between the IAEA and
Iran’s Atomic Energy Organisation (AEOI)."' The Joint Statement lacks
substance: it commits Iran “on a voluntary basis” to allowing “the IAEA to
implement further appropriate verification and monitoring activities”."”?
Grossi claimed that Iran would allow various inspections once again,
including the reinstallation of video cameras throughout Iranian facilities
and a 50% increase in inspections at Fordow, the plant where the IAEA
recently discovered 84% enriched uranium, just short of weapons-grade.'’”?
However in his 6 March 2023 introductory statement to the IAEA’s Board of
Governors Meeting, Grossi did not mention a single tangible commitment
from Iran, instead referencing Iranian assurances “to allow the Agency to
proceed with further monitoring and verification measures indispensable
to the Agency fulfilling its mission”, but that specific measures will be
determined “in technical follow-up discussions with Iran”.'7*

Grossi's specific phrasing is relevant because it self-evidently is
designed as a pretext for resuming JCPOA negotiations. As Grossi puts it,
“Achieving this will be very important because it would allow the Agency
to begin to establish a new baseline necessary in the event of a resumption
of Iran’s implementation of its nuclear-related commitments under the
JCPOA”.'”* Just before Grossi’s Iran visit, U.S. Special Envoy for Iran,
and the Obama administration’s lead negotiator in 2015, Robert Malley
stated that the U.S. would await Grossi’s visit and subsequent report to
determine its course of action.!”® Grossi’s statement, combined with the
TAEA-AEOI Joint Statement, are therefore intended to provide the U.S. a
political pretext for re-engaging in nuclear negotiations and continuing a
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wait-and-see approach with Iran’s nuclear programme.

Hence there is concurrently a domestic British opportunity for a shift
on Iran policy and, equally critical, the potential for bureaucratic inertia
in allied capitals that prevents a policy shift absent the UK serving as the
catalyst.

The Long-Term Costs of Inaction

Absent a Middle East policy in the coming months, the British government
will miss the best opportunity since the mid-2000s to craft a strategic
approach. An incoherent British Middle East policy will not only leave
the UK unprepared for regional escalation in the short-term. Regardless
of whether there is an Israeli-Iranian confrontation, and regardless of
whether or not Israel can damage Iran’s nuclear programme, this initial
conflict simply presages a broader escalatory cycle.

The Middle Eastern strategic situation has deteriorated steadily over the
past 20 years. At this point, there is no longer a Middle East status quo for
the UK or its allies to preserve. A status quo requires a situation in which
there is an identifiable, coherent set of political and economic structures
in a specific region.'”” There may be challengers to the status quo, as for
example 19" century Prussia was, without destroying it completely. Until
the late 1860s, the European system functioned reasonably well, even as
Berlin sought to modify it. But since the early 2000s, the Middle East has
been defined by repeated conflagrations, first the Iraqi Insurgency, then
the 2006 Lebanon War, then the Syrian Civil War and Iraqi Civil War, and
finally the Yemeni Civil War. The parts of the Middle East actively under
armed contestation — Iraq, Syria, Lebanon, the Palestinian Territories,
and Yemen — comprise 1.2 million square kilometres of territory, and a
population of nearly 110 million. It is impossible to identity a status quo
when a territory twice the size of Ukraine, and with a population nearly
three times as large, is wracked by internationalised civil wars and proxy
conflict.

Moreover, despite the escalating regional cataclysm, the UK and its allies
have pursued a functionally identical foreign policy for not only the past
20 years, but the past 40. Barring two periods of departure, the Iraq and
Afghanistan Wars and the U.S. 2018-2020 ‘maximum pressure’ strategy
towards Iran, the UK and West have first and foremost sought to avoid
a major conventional war, particularly with the region’s most populous
state, Iran. Foreign action was restricted to limited military deployments,
counterinsurgency and counterterrorism activity, and sanctions regimes of
varying efficacy. The strategic inertia of the late Cold War sputtered out by
the early 2010s, explaining the Middle East’s descent into violence. But at
this point, inaction indicates that it it is British policy to allow the region’s
powers to settle the issue of the strategic balance amongst themselves.
Considering Iranian military expansion and near-nuclearisation, this is
synonymous with strategic neglect.

Hence the greatest long-term risk of inaction is, effectively, ceding the
Middle East to an expansionist Iran that, with probable nuclear capabilities,
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has become a full-fledged member of the authoritarian revisionist coalition
alongside Russia and China. Israeli strikes against Iranian supply lines in
Syria have reduced Iran’s ability to sustain Hezbollah. Between 2017 and
2019, two separate interviews with high-ranking Israeli officers revealed
that Israel significantly expanded its interdiction campaign, hitting well
over 1,000 targets.'”®

However, this has not been nearly enough to halt, let alone roll
back, Iranian expansion. Iranian-supported Houthis have maintained
their control over the western Yemeni coastline, Iranian-backed Hamas
and Palestinian islamic Jihad have become more aggressive, Iran’s most
robust proxy Hezbollah has increased its leverage in Lebanese politics, and
Iranian-backed militias retain their power in Iraq. UN Secretary-General
Antonio Guterres, on his early March trip to Iraq, met with multiple
Iranian-backed figures, including Qais al-Khazali, the leader of Asa’ib
Ahl al-Haq, a U.S.-designated terrorist organisation that during the Iraqi
insurgency conducted several thousand attacks against Coalition forces.'””

Absent a renewed economic pressure campaign paired with a
comprehensive strategy, Iran’s regional proxies will only further entrench
their positions in Middle Eastern hot-spots. Moreover, as international
organisations like the UN accept Iranian proxies as legitimate political
interlocutors, it will become increasingly difficult to dislodge Iranian
influence. Combined with the obvious erosion of Israeli deterrence
against Iran and Iranian activities in the West Bank, the probability of a
renewed Lebanon War and/or conflict in the West Bank will only rise in
the coming months.

The issue will only intensify if Iran acquires a nuclear arsenal. Under
a nuclear umbrella, Iran could claim a seat at the strategic table alongside
Russia and China as a major authoritarian power with a permanent
presence beyond its borders. The more Iran is allowed to solidify its
regional presence prior to nuclearisation, the more probable it is that Iran
becomes a legitimately Eurasian power after nuclearisation. The result,
a third revisionist Eurasian power, placed at the crucial economic and
strategic link between Europe and Asia, will be extraordinarily difficult
to manage in an intensifying period of broader strategic rivalry, with
deleterious effects on the UK’s long-term strategic position.

Iranian nuclear capabilities, meanwhile, would trigger broader regional
proliferation. This carries a severe escalatory risk, given the propensity of all
regional powers for proxy warfare, the deep-seated rivalry between Iran,
Israel, and the Gulf Arabs, and Turkey’s regional ambitions. Moreover,
the reality of nuclear weapons is such that, during an arms race, no
Middle Eastern power is wealthy and technologically competent enough
to maintain a large, survivable, effectively controlled nuclear arsenal
capable of fielding second-strike forces. This creates the distinct possibility
of nuclear first-use during any regional war.'*® Proliferation would also
raise the prospect of nuclear terrorism, given the sheer number of non-
state armed groups in the Middle East. Second, an Iranian nuclear arsenal,
combined with an effective ICBM programme, would threaten Europe
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A Clear and Present Danger - The Immediate Threat from Iran to British Interests

and the UK directly, giving Iran a tool to pressure the UK and its allies
in any crisis. Third, Iranian nuclear capabilities would embolden Iranian
expansion, particularly during the gap between its acquisition of nuclear
weapons and regional proliferation. This expansion will not be limited
to the Middle East’s traditional borders. Azerbaijan is a probable target
for long-term Iranian pressure and, if under a nuclear umbrella, military
action — particularly if Iran can coordinate with Russia and Armenia to
pressure Azerbaijan from multiple angles. Fourth, Tehran's weapons
developments and relationship with Russia increase the odds that it will
undermine the future sanctions needed to restrain Russian power in the
long-term. The effectiveness of the entire global sanctions regime is at stake
if Iranian capabilities are allowed to expand further, as demonstrated by
Iran using its sanctions-evasion mechanisms to sustain and support Russia.
Additionally, a nuclear Iran will be a full member of the authoritarian
revisionist bloc. Far wealthier and with a better strategic location than
North Korea, a nuclear Iran would be an active participant in Eurasian
competition that undermines British and allied interests throughout the
world’s most strategically consequential landmass.

Iran’s grey-zone proxies will also intensify their activity. Iran’s “Axis
of Resistance”, running from Iraq and Syria to Lebanon, Yemen, and
the Palestinian Territories, will be activated to disrupt all major Middle
Eastern geographic chokepoints. This proxy force affords Iran significant
advantages during grey zone competition. Tehran has used its partners
to pressure or even outright attack Western forces and allies in the past,
in each case actively aiding proxy combat operations, as it did in 2006
in Lebanon, and throughout the Syrian, Yemeni, and Iraqi Civil Wars.
Proxies would combine with improved Iranian unmanned aerial vehicles,
loitering munitions, and traditional missile capabilities to allow Iran to
strike Gulf State oil production, as it did in 2019, all while under a nuclear
umbrella.

Additionally, although there is obvious public, legislative, and
bureaucratic appetite for an Iran policy, inaction risks allowing that appetite
to be satisfied with only the most limited actions. Proscribing the IRGC
is, if properly conducted, a crucial aspect of an Iran policy. But just as the
nuclear question is not the totality of the Iran issue, IRGC intimidation and
assassination actions are also not exclusively and fundamentally the total of
the Iran issue. Absent forthright political leadership, it is probable that the
UK, after adopting some expanded proscription legislation, simply leaves
the Iran issue alone. Once the regional escalatory cycle begins, and Iran
becomes markedly more aggressive, the British public and legislators will
look back at this window in early 2023 and question why the Government
refused to act decisively, instead leaving British citizens and interests
vulnerable to Iranian predation.
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Policy Recommendations

A British Middle East policy, and by extension and Iran policy, must flow
from British national interests. At bottom, the UK requires Middle Eastern
stability to prevent the disruption of this critical Eurasian region. This
implies the denial of hegemony to any particular Middle Eastern action,
and the support for a Middle Easter balance of power that is durable over
time. From this is the UK'’s Iran policy — the UK seeks to deter Iranian regional
escalation, contain Iranian power, and pressure Iran to reduce its power and potency abroad.

A British Middle East and Iran policy, however, encounters three
difficulties: capacity limits, a bureaucracy poorly designed to respond to
illicit finance, and a legal framework that struggles to break the peace-war
binary that Iran, as a grey-zone state, so thoroughly exploits.

None of these interests entail actions that preserve the status quo
because, once again, the status quo has been eroded through decades of
UK and allied inaction and crisis avoidance. The only way to achieve the
UK’s Middle East strategic objective is to generate a new balance of forces,
one that is unmistakably slanted against Iran. This includes undermining
Iranian proxy activities, limiting Iranian cash-flow and by extension
reducing its financial means to project power, pressuring the Iranian state
internally, and most critically, creating a military situation in which Iran
is strongly disincentivised from escalating any conflict through proxy or
direct means.

What is needed, then, is a course correction, not a policy that preserves a
defunct status quo.

This reality generates four interests that a British Middle East policy
should fulfil.

First, the UK seeks Middle Eastern stability — it therefore should deter Iranian regional
escalation to prevent serious disruption to international commerce. The Middle East
sits at the heart of Furasian commerce and is crucial to global energy
markets. Moreover, considering Iran’s growing links to Russia — and
Russia’s growing dependence upon Iran — a regional conflict may rapidly
transform into a European-Mediterranean one with direct implications
for NATO. Iranian regional escalation must be deterred to prevent an
explosive Middle Eastern conflict and forestall a broader crisis.

Second, the UK seeks to uphold international law — it therefore should limit Iran’s growing
weapons programmes to prevent increased proliferation. Iran’s nuclear, missile, drone,
and loitering munition technologies are proven in their maturity. Iran
is also willing to export technology to other conflict zones, including to
Europe, as it provides Russia with a host of munitions for its strategic
strike campaign. In the short-term, this will undermine any post-Ukraine
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sanctions regime on Russia that seeks to limit Russian rearmament.
And in the long-term, all sorts of hostile, aggressive regimes will turn
to Iran to evade economic and military pressure. Iran will be a larger,
more consequential, more threatening North Korea that also has direct
connections to major powers and a degree of strategic leverage over
Russia. This is a severely adverse outcome for British interests.

Third, the UK should seck to contain Iranian power — this entails preventing the expansion
of Iranian influence, combating the spread Khomeinist ideology, and disrupting its links with
Russia. Iran seeks to expand its influence and de facto territory through its
campaign of state capture in Lebanon, Syria, Irag, and Yemen, its links
with organised crime and terrorist organisations globally, its network
of intelligence officers and individuals sympathetic to its ideology, and
its strategic partnership with Russia that provides Iran with access to
advanced military technology. It is in the UK’s interest to pressure all
elements of this expansion. Iran must be made once again a regional actor,
not a Eurasian one, to secure British interests.

Fourth, the UK seeks to pressure the Iranian state — this requires sanctions on Iranian
illicit finance, relationships with regional actors, and the JCPOA’s snap-back capability. The
UK and its allies can oppose Iranian expansion, limit its active presence
beyond the Middle East, and deter regional escalation. But the fundamental
issue is Iran’s growth in relative power. The UK must undermine the core
aspects of Iranian power to reduce the resources Tehran can employ to
prosecute its aggressive intelligence, fund its nuclear and strategic weapons
programme, and sustain its proxies, instead forcing the Iranian regime to
redirect resources to preserve itself against domestic pressures and defend its
regional proxies and global intelligence network against its adversaries. In
brief, the more Iran can be pressured at home and abroad, the less likely
it becomes that Iran engages in international disruption. This demands
targeting Iranian cashflow, disrupting Iran’s relationships with proxies,
pressuring the regime internally, and most crucially, triggering snap-back
to catalyse a coalition of like-minded states to contain Iran.

The difficulty, however, is that British capabilities and institutions are
not properly designed to achieve policy ends. There are three particular
shortfalls.

First, British military capabilities are insufficient to take on a major Middle Eastern role
without extremely careful planning. British ground forces were already hollowed
out prior to transfers to Ukraine, the fiscal environment speaks against a
major defence spending injection, and even with a major defence spending
increase, additional funding would not immediately impact operational
capabilities.'®" The Royal Navy and RAF do retain some capabilities, but
as will be discussed below, their deployments must be extremely well
coordinated with intelligence analysis and allies to ensure they actually
influence the balance of forces, and thereby bolster deterrence.

Second, the UK currently lacks the financial intelligence and sanctions prosecution
mechanisms to sustain pressure on Iran. The UK Treasury does not have an Office of
Foreign Assets Control (OFAC) precisely akin to the U.S. Treasury’s OFAC,
an executive capacity that enables the aggressive prosecution of sanctions.

Policy Recommendations

181.See Section 4.8 “Defence” in Ruth Kelly, lain
Mansfield, and Connor MacDonald, Balanc-
ing the Books: Charting a Credible Path to Fiscal
Responsibility (Policy Exchange, 26 October
2022),50-52.

policyexchange.org.uk | 45



The Iran Question and British Strategy

182.See Hansard, HC Deb 24 July 1939, vol 350,
cc1047-1061. This legal framework evolved
into the into the acts relating to Northern
Ireland in the 1980s and 1990s, and ulti-
mately, into the Terrorism Acts that began
with Terrorism Act (2000).

183.Michael von Tangen Page and MLR Smith,
“War by Other Means: The Problem of Po-
litical Control in Irish Republican Strategy”,
Armed Forces & Society, 27:1 (Fall 2000), 82-
90.

184.“State Sponsors of Acts of International Ter-
rorism—Legislative Parameters: In Brief”,
Congressional Research Service (R43835, up-
dated 4 May 2021), 1-3.

185.Indeed, the central difficulty in counterter-
rorism strategy is understanding whether
the threat from terrorism is a specific ver-
sion of crime, or instead a strategic threat in
its own right. See Joan Fitzpatrick, “Speaking
Law to Power: The War Against Terrorism
and Human Rights”, European Journal of Inter-
national Law, 14:2 (2003), 244-246. See also
Gabriel Schoenfeld, “Legalism in Wartime”,
National Affairs, 7 (Spring 2011), accessed
via: https://www.nationalaffairs.com/publi-
cations/detail/legalism-in-wartime.

186.Conrad Beckett, “Getting to grips with grey
zone conflict”, UK Strategic Command, 26
April 2021, accessed via: https://stratcom-
mand.blog.gov.uk/2021/04/26/getting-to-
grips-with-grey-zone-conflict/.

187.John Raine, “War or peace? Understanding
the grey zone”, IISS, 3 April 2019, accessed
via: https://www.iiss.org/blogs/analy-
sis/2019/04/understanding-the-grey-zone.

188.Total staff is around 17,000, see: https:/
www.gov.uk/government/organisations/for-
eign-commonwealth-development-office/

about.

It also does not recruit and maintain a pool of Financial Intelligence
(FININT) specialists from its finance industry that it can employ to track
and target illicit cash flows. This makes it extremely difficult for the UK
to leverage potential sanctions because it cannot properly apply the tools
at its disposal.

Third, the UK legal system contains a peace-war binary unfit for hybrid operations that
must be overhauled to counter a grey-zone state like Iran. The British state encountered
this issue first when combating Irish terrorist groups, beginning with the
1939 Prevention of Violence Act.'® However, every group the British state
countered was a recognisable non-state terrorist organisation,'* even if the
terrorist groups of the 20" and early 21* century received state support.'*
Their non-state status enabled a legalistic approach to counterterrorism.'®
By contrast, Iran manipulates the grey zone'*® to intentionally blur the
lines between peace and war to gain a competitive advantage by avoiding
formal escalatory triggers that would prompt a major conventional
response.'®” The British state’s tools are therefore not crafted to respond to
the threat Iran poses because it has not done the intellectual work needed
to understand competition in the grey zone.

British Middle Eastern priorities — maintaining a stable Middle East,
upholding international law, limiting Iranian expansion, and reducing
Iranian power — requires six lines of effort that cut across government:

* Diplomacy to isolate Iran and support a stable Middle Eastern
coalition;

* Soft Power, Social Cohesion, Intelligence, and Human Rights: to disrupt Iranian
networks in the UK, leverage British cultural cache, expand British
regional linguistic expertise, and expose Iranian criminal acts and
domestic brutality;

*  Financial Intelligence to enhance sanctions prosecution and ensure
better UK enforcement;

= Counterterrorism steps to integrate intelligence, law enforcement, and
military capabilities;

* Legal and Regulatory Modifications to make the British state more capable
of acting in the grey zone;

*  Military and Intelligence activity in the Middle East that appreciably —
through strategically sound deployments — influences the regional
balance of forces and bolsters deterrence.

In each case, the UK has a series of extant capabilities that it must leverage
more effectively through reasonably limited strategic changes. A legitimate
cross-government response, then, can leverage British strengths in a
manner well within the means of the British state.

Diplomacy:

The UK has a world-leading diplomatic network, with embassies in all
but three Middle Eastern states — Syria, Yemen, and Afghanistan — and a
14,000-plus strong diplomatic service.'®® British diplomatic efforts since
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mid-2021 have demonstrated the relevance of diplomacy in international
crises despite the UK'’s limited military power, restricted finances, and
domestic political turmoil. Successive British governments have leveraged
the UK'’s position at the heart of NATO, and its standing as a crucial Euro-
Atlantic power, to drive Allied policy in Ukraine. Carefully-calibrated
British diplomatic efforts, then, can have an outsized strategic effect.

The UK can leverage its Middle Eastern-related diplomatic tools in five
ways: (1) Trigger the JCPOA’s Snap-Back Process; (2) Reorient British
policy to pursue a diplomatic-strategic encirclement of the Iranian regime;
(3) Pursue a partnership with Azerbaijan in the Caucasus alongside the
UK’s European partners; (4) Conclude a GCC-wide FTA and expedite
arms sales; (5) Expand the 2021 UK-Israel Strategic Partnership through
an innovation-focused Free-Trade Agreement.

Snap-Back:

The UK should initiate the JCPOA’s snap-back process, formally killing
the Iran Deal. Snap-back does raise the odds of an accelerated Iranian
breakout, but the benefits of snap-back —a formal anti-Iran coalition, limits
on smuggling, an actual sanctions regime that prevents arms transfers —
grossly outweigh any escalatory risks. Moreover, the UK can use the snap-
back process to demonstrate the full scope of the Iran threat: Iran is a
systemic proliferator and hegemonic aspirant, not simply a “rogue actor” with an
advanced nuclear programme.

The JCPOA imposed specific limits on Iranian uranium enrichment
levels and stockpiles. Iranian enrichment was capped at 3.67%, and Iran’s
stockpiles limited to 300 kilograms.'®” Iran’s uranium enrichment to 84%
is a flagrant violation of the JCPOA." Moreover, Iran previously enriched
uranium to 60%, another violation of the JCPOA."”! Hence there is solid
ground for initiating the snap-back mechanism to kill the JCPOA.

Under UNSC 2231, the UN Resolution relevant to the JCPOA, UN
sanctions on Iran’s nuclear programme will progressively “sunset” over
time. As discussed above, in October 2023, ballistic missile restrictions
will be removed, followed by additional limitations in 2024-2025. The
JCPOA proceeds automatically unless a signatory triggers the snap-back
mechanism, delineated in UNSC 2231 10-15. Any P5+1 state can file a
complaint that Iran is in breach of the JCPOA."* Once this occurs, a 30-
day period begins, when the UN Security Council considers a resolution
that would preserve the Iran Deal. Because of the UN Security Council’s
veto system, all P5 states must acquiesce to the deal’s continuation. That
is, once the snap-back process starts, it is impossible to stop. Snap-back
would reimpose all UN sanctions on Iran, including on its technological
imports, weapons sales, and global financial access, while also providing a
legal framework for extensive inspections of Iranian shipping.

Two factors would blunt snap-back’s material effects. First, Russia, and
likely China, would not comply with the reimposed UN sanctions. Second,
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U.S. sanctions since 2018 have done much of snap-back’s work for it,
meaning the pressure Iran faces would not be strategically transformative.
Snap-back, in short, is not alone enough to make an Iran policy, prevent
Iranian nuclear breakout, or limit Iranian power.

Nevertheless, snap-back would have three exceptionally valuable
consequences.

First, snap-back would compel the other P5+1 members, including the
US, to confront the Iran question directly, creating a potential diplomatic
coalition against the IRI.'”* Once snap-back begins, the Iran issue becomes
unavoidable, since all sanctions will be reimposed. Russia and China will
opposed snap-back. France, Germany, and the U.S., meanwhile, will
accept sanctions reimposition. Iran is clearly in breach of the JCPOA, the
Iran threat is far greater than it was in 2010-2015 when the JCPOA was
negotiated, and there is growing public and policy appetite for more
robust action on Iran in each national context. With UN sanctions as a
baseline, snap-back can therefore prompt a debate over, and coalition on,
Iran policy, where the U.S., UK, and EU all harmonise strategies.

Second, snap-back connects all aspects of the Iran threat, rather
than focusing on the nuclear question, by targeting Iran’s conventional
proliferation. The JCPOA’s greatest failure was its complete
compartmentalisation of the nuclear issue.'” The Iran threat became
the nuclear question, and the solution became normalisation in return
for compliance. This strategic approach was imprudent in the 2010s.
It is particularly foolish today, when Iran sustains Russia’s war effort
in Ukraine, has cultivated a far larger proxy system, and has a far more
robust terrorist and influence network. Snap-back would shift the debate
from solely Iran’s nuclear programme to the totality of the Iran threat.

Third, snap-back would enable other sanctions, particularly for the EU.
Within the EU, there is undoubtedly appetite for more comprehensive
restrictions on Iran that include financial limitations, individual sanctions,
and other legal measures that restrict Iranian intelligence activity and
influence operations."” Snap-back would enable these sanctions by
providing the EU, UK, and other powers with a ready-made UN sanctions
regime with which national and bloc-wide policy could be aligned. It
would also facilitate an aggressively-prosecuted arms embargo, under
which all Iranian shipping could be searched for contraband, reinforcing
the economic and strategic pressure sanctions impose on Iran, and thereby
weakening the regime’s ability to project power.

Snap-back is a particularly prudent policy for the UK. The U.S. sought
to trigger snap-back in 2020, but the JCPOA’s other signatories —and UN
Security Council as a whole — deemed that Washington lacked standing
due to its 2018 withdrawal from the Iran Deal. The UK, Germany, and
France are realistically the only states that have an interest in snap-back. If
the UK moves first, it can position itself to influence future European Iran
policy, giving it a decided advantage in relations with the EU.

The UK can also forestall German and French recalcitrance similar
to that seen in Ukraine. Germany’s only major foreign policy shift of
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Policy Recommendations

the past 30 years, the post-24 February 2022 Zeitenwende, occurred only
after an overwhelming structural shift in European politics removed the
diplomatic device Berlin used, the Minsk-II Agreement, to justify its Russia
policy. France has been more aggressive since summer 2022, but used
Minsk-II in a similar fashion until 24 February 2022. Germany and France
have avoided explicit policy statements on Iran despite the increasing
odds of Iranian nuclearisation, obvious non-compliance with the JCPOA,
and Iran’s support for Russia in Ukraine. The only formal statements
thus far have been relatively mild joint declarations alongside the UK."*
Removing the vehicle that Germany and France can use to avoid explicit
action can once again force the issue. Moreover, the structure of snap-back
incentivises French and German policy shifts because preventing snap-back
would require both European powers to forge a consensus with Russia
and China, an extremely unlikely move given the Ukraine War. Assertive
British diplomatic steps, then, can have an outsized strategic impact.

To be relevant, snap-back must be triggered soon. Iranian ballistic
missile exports to Russia increase in likelihood the closer UN restrictions’
elapse becomes — hence exports are probable from August 2023 onwards.
Given snap-back takes 30 days to complete, it should be triggered no later
than 1 July.

The Logic of Strategic Encirclement:
The below recommendations vis-a-vis the Caucasus, Levant, and Arabian
Peninsula are all articulated with the objective of strategic encirclement in mind.
The Iran question is a geographic one: because Iran is in the eastern part
of the Middle East, because it touches both the Caspian Sea and the Indian
Ocean, and because its proxies give it direct access to the Levantine Basin,
Iran has a unique ability to expand its influence well beyond its borders."’
British diplomacy must have a geostrategic eye if its Iran policy is
to succeed. Each aspect of Iranian access to the Middle East’s maritime
chokepoints must be jeopardised. This entails a more robust relationship
with friendly powers in the Caucasus, particularly Azerbaijan to gain
leverage in the Caspian Sea; an expanded partnership with Saudi Arabia
and the UAE to bolster British access to the Western Indian Ocean; and
a solidified partnership with Israel to prevent Iranian disruption in the
Eastern Mediterranean. The military and intelligence aspects of this
recommendation will be articulated separately, but the logic of this
strategy, military and diplomatic, remains geostrategic regardless.

The Caucasus in British Diplomacy:

Iran’s support for Russia rests upon its freedom of action in the Caucasus
and Caspian Sea. Russia has expanded its inland waterway network to link
the Azov Sea and central Russia to the Caspian through a series of annually
navigable canals and expanded its port of Astrakhan, on the southern Volga
and expanded its traffic to other Caspian ports.'”® Iran, meanwhile, is
investing in its railway network to link its Caspian ports to Chabahar, Iran’s
Chinese-affiliated southern port."” Moreover, Russia’s tacit Central Asian
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partners, most notably Turkmenistan and Kazakhstan, are also expanding
their port capacity to turn the Caspian into an alternative trade route.’” As
this expands, Russia and Iran together will be better able to evade Western
sanctions and transfer each other advanced military technologies.

The only state that can legitimately disrupt Caspian Sea trade with
Western-aligned interests is Azerbaijan. Acutely aware of its exposed
position between Russia and Iran, and with substantial Azeri ethnic
minorities in both states, Azerbaijan has sought allies since the USSR’s
collapse. Turkey plays that role traditionally, providing a counterbalance
against Russian-aligned Armenia.

The UK already has a robust commercial relationship with Azerbaijan.
Even absent a free-trade agreement, UK-Azerbaijan trade reached £1.2
billion last year (February 2022-February 2023).*°" The UK is also the
largest foreign investor in Azerbaijan, with 450 companies already having
a presence in Azerbaijan.””

Long-term cooperation with Azerbaijan would provide two benefits.
On the one hand, it would give the UK access to the Caspian Sea, locked in
Eurasia’s heartland, thereby allowing it to monitor and potentially disrupt
Iranian-Russian illicit trade. On the other, a link with Azerbaijan would
allow the UK to gain some leverage over Turkey — the more crucial the UK
becomes to Turkey’s highest-profile strategic partner, the more capable
it becomes of influencing Turkish policy towards Ukraine, Europe, and
NATO.

In the short-term the UK should expand its diplomatic footprint in Azerbaijan with an
emphasis on its military attaches. British Embassy Baku should be treated as a
Caspian Sea hub, serving as the primary regional node for diplomatic
activity with a greatly increased staff. This will facilitate a far greater
regional intelligence footprint, necessary to identify Iranian-Russian
trade and disrupt it. Most critically, the UK should expand its military
footprint at the Baku Embassy. As it stands, the MOD and FCDO assign
one military attache for the Caucasus Region — Armenia, Azerbaijan, and
Georgia — locating this officer in Thbilisi.*** The UK should immediately
assign a military attache to Azerbaijan, and provide this officer with a
substantive staff. The UK should also make its Baku defence attache the
regional lead, with authority over the Caucasus, Central Asia, and Iran.
As it stands, the UK defence attache in Kyiv has led the British regional
diplomatic-military mission throughout Eastern Europe and the Caucasus.
Splitting this assignment would provide greater focus on the Caucasus-
Caspian region, and by extension, on Iran. The UK could consider
loosening the application of its embargo on Azerbaijan’s defence industry.
The UK already trains the Azerbaijan Armed Forces, Azerbaijan is a NATO
Partnership for Peace member, and the U.S. has provided some military
supplies to Azerbaijan.’** But the U.S.-European embargo®” on arms
sales to Azerbaijan forces Baku to turn to Moscow and Anakara almost
exclusively for military equipment.’*® Relaxing restrictions for at least
small arms might enable greater Azerbaijan-UK military-to-military
coordination, useful for curbing Iranian influence.
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Policy Recommendations

In the long-term, the UK should actively support the Middle Corridor project, providing
a link between Azerbaijan and Europe. The Middle Corridor began in 2009 as
a Turkish initiative to link the Black Sea to China through the Caspian
and Central Asia.””” It has now evolved into a unique energy-diplomatic
system that is focused on Central Asian and Caucasian resources. The
Middle Corridor has already proven invaluable during the Ukraine War
— Turkey, Azerbaijan, and the EU used this network to meet Bulgarian
energy needs as Sofia approached an energy crisis in September. The
UK should take note and support the Middle Corridor as a Caucasus
wedge between Russia and Iran. This involves prompting British energy
companies to invest in Azerbaijan. BP in particular is already a lucrative
player: its presence in Azerbaijan should be encouraged.’® An energy-
focused trade agreement would be a start — the UK could lower customs
duties on Azerbaijani-exported natural gas, for example, as the first step
towards a comprehensive, energy-focused free-trade agreement. Absent
British and European action, meanwhile, the Middle Corridor project will
progress, but under the guise of China’s Belt and Road Initiative.*” Indeed,
British involvement in the Middle Corridor can help the EU recognise that
the route need not extend entirely to China, and that rather Azerbaijan'’s
Caspian Sea oil access is a strategic prize in itself.

Other diplomatic initiatives should be explored, including British
mediation of the Nagorno-Karabakh conflict alongside the EU.>'° The
UK’s objective should be the removal of Russian peacekeepers removed
from the Lachin Corridor to reduce Russian leverage in the Caucasus.'"

The Gulf in British Diplomacy:

If the Caucasus is the crucial link between Iran and Russia economically,
the Arabian Peninsula and its surroundings are the geographical bulwark
against Iranian expansion into North Africa and, equally crucial, the bar
from Iranian control of the Suez-Indian Ocean maritime route. The UK
must view the Gulf States as critical partners in any strategy against Iran.

The UK can take two direct diplomatic steps to intensify its cooperation
with the Gulf.

First, the UK should accelerate its proposed Free-Trade Agreement with the Gulf Cooperation
Council. The latest round of GCC-UK FTA talks concluded in December.
Another round is anticipated in 2023, this time in Riyadh. Even absent a
GCC-UK FTA, UK-Gulf trade is set to expand by £800 billion in the next
15 years.”'* And a GCC-UK has obvious economic benefits independent
of the geopolitical situation in the Middle East. The UK should fast-track a
GCC FTA in the next three months, prioritising this agreement over other
trade policy negotiations, ideally to conclude it around when snap-back is
triggered. This would demonstrate the UK’s long-term commitment to a
stable Middle East.

Second, the UK should also expedite the sale of military equipment to Saudi Arabia and the
UAE, emphasising unmanned aerial systems. Both Gulf States understand the threat
that Iran poses and have taken steps to contain it, most notably through
involvements in Yemen.?"* The UK already has a robust military-industrial
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relationship with Saudi Arabia and the UAE — British military companies
are crucial to sustaining the Saudi Air Force in particular.’'* Generally
speaking, the Middle East is the largest market for British arms.*" After
a lengthy legal dispute, the 2019 restrictions on British exports to the
UAE and Saudi Arabia over the Yemen conflict were lifted.”'® However
restrictions remain upon British, and American, unmanned aerial system
exports to the region. UAS in particular are relevant because of the way in
which China has built market share.

The U.S. and UK were historically unwilling to provide Saudi Arabia or
the UAE top-line UAS like the Predator or Reaper because of aspects of the
Missile Technology Control Regime (MTCR), the regulatory framework
for drone and missile sales by which the G7 abides.”'” In response the UAE
and Saudi Arabia have turned to Chinese firms, namely China Aerospace
Science and Technology Corporation (CASC) and Chengdu Aircraft
Industry Group (CAIG), both of which are state-owned enterprises.”'® It
may be worth advocating for an unmanned aerial vehicle carve-out in
the MTCR, given the MTCR was conceived in the 1990s when the West
was obsessed with nuclear terrorism.*"” This would not be unprecedented,
given the U.S. has already reinterpreted the MTCR to allow it to export
drones.?*’

The UK-Israel Relationship:

Israel is the central actor in any anti-Iranian coalition. The IDF will be at the
sharp end of any anti-Iranian action, and has prosecuted its “War Between
the Wars” for a decade, degrading Iranian operational capacity in Syria.**'
Strengthening the UK'’s relationship with Israel would therefore bolster
the one actor willing and capable of responding to Iranian aggression
rapidly.

Of equal importance, a more robust UK-Israel relationship would
provide the UK limited but valuable leverage over Israeli actions and
invaluable early warning of escalation. This is crucial considering the
likely UK domestic reaction to an Iran-Israel contingency. Iran would
leverage its connections to Islamic organisations that historically discount
Iranian violence in Iraq and Syria, and instead focus on Israel’s actions in
the West Bank and Gaza. The result in the UK would be mass protests and
intense social disruption, an eventuality for which the UK government can
prepare only if it has early warning that a robust relationship with Israel
would provide.

The UK should emphasise concluding the UK-Israel innovation-
focused FTA, which will build off current advanced cyber and other
technological cooperation. Particularly relevant would be cooperation
in life-sciences, biotechnology, cyber techniques, and other emerging
technologies. University-to-University cooperation should also be eased
to enable higher educational and research collaboration between British
and Israeli institutions.

This FTA can be used as an incentive for the GCC — complementary
UK-Israel and UK-GCC FTA’s would make the UK the central node in a
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Policy Recommendations

budding Middle Eastern trade system.*** The UK should also reorient its
diplomatic statements towards Israel, highlighting the shared threat from
Iran that both actors face.

Additionally, the UK should prioritise regional military exercises with
Israel. The UK has exercised with Israel in the past, most recently during a
joint Search-and-Rescue exercise alongside the Cyprus National Guard.**
The UK should join multilateral Eastern Mediterranean exercises alongside
Israel, in particular the Greek-based INIOCHOS exercises that typically
include Israel, Greece, Italy, and Cyprus.*** Larger-scale commitments
would be ideal. However, the UK need not expend significant resources
on these exercises. Instead, it could task the nine RAF fighters deployed to
RAF Akrotiri to engage in these exercises without significant strain upon
operational tempo. The long-term goal should be British participation
in major U.S.-Israeli exercises akin to the January 2023 JUNIPER OAK
exercise.**®

Soft Power, Social Cohesion, Intelligence, and Human Rights:

The threat Iran poses to British social cohesion demands a political
response. Absent a coherent policy that prevents Iranian meddling in
British social structures, the UK will remain vulnerable to long-term
Iranian manipulation. Moreover, domestic efforts intersect with questions
of soft power and values, since the UK cannot respond to Iranian influence
in the UK if it cedes the informational space to Iran. Five steps should be
taken.

First, the UK should identify and disrupt IRGC propaganda and soft power within the
UK. This involves standing up at minimum a new interagency team that
integrates intelligence analysts from MI5, MI6, and the NCA, and perhaps
even a small new agency, intentionally kept small to no more than several
dozen analysts to ensure its bureaucratic agility. This agency, notionally
named the UK Information Office, would combined traditional intelligence-
gathering techniques with open-source methods that rely heavily upon
translated documents from Iranian news media and, using intelligence
contacts, Iranian-affiliated groups within the UK.**¢ Integrating traditional
intelligence techniques with public diplomacy has two benefits. First, it
allows the UK’s public diplomatic efforts to target more directly current
trends in Iranian propaganda, thereby disrupting it more effectively.
Second, it allows the UK’s security services to identify Iranian propaganda
far more efficiently, because the ideological and rhetorical tags and call-
outs that define Iranian propaganda will be more readily apparent after
systematic analysis. Moreover, there are immediate steps the UK can take
to regulate Iranian broadcasters and prevent their activity within the UK’s
Shia community. Most effective would be to use Ofcom’s regulatory
power to scrutinise Shia TV Box, a streaming outlet owned by Hidayat
TV, itself an outlet the U.S. FBI has scrutinised and limited its presence
in America.””” Related networks have carried antisemitic propaganda in
the past.””® Ofcom should be directed to more aggressively identify and
regulate broadcasters with known links to the Iranian regime. There is
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obvious precedent for such actions: in July 2022, Ofcom also found RT
UK in breach of its impartiality standards and revoked its licence.**’

Second, the UK should revive soft power tools, particularly BBC Persian but also other
relevant regional networks, to counter Iranian narratives. The UK cannot cede the
informational space to Iran. The Iranian regime is extraordinarily adept
at information control, but Iran’s urban population is relatively well
educated, while Iranian expatriates retain links to the IRI. BBC Persian
has broadcasted since 1940, maintaining a continuous presence in Iran
whenever possible and accessing Iranians throughout the 1953 Coup and
1979 Revolution.**° In 2009, BBC Persian received a major funding boost
with the establishment of BBC Persian Television, with a £15 million
annual budget.”®' This funding boost supercharged BBC Persian’s reach.
But as the Iranian government has cracked down upon foreign media,
BBC Persian’s television broadcasts and online content have become less
relevant than its radio service.”** BBC Persian has the credibility to become
a major news source amongst the Iranian opposition and in the Iranian
expatriate community if its coverage is properly targeted and it receives
sufficient funding.?** From 2014 to 2022, the BBC World Service received
£254 million of annual funding from BBC licence fees, along with small
additional grants from the FCDO.** However, a licence fee freeze has
forced the BBC World Service to make significant cuts.””” BBC Persian
retains its online webpage and television service, but BBC Persian Radio
has been axed. It is due to end its broadcasts on 26 March 2023, providing
a brief window of opportunity for action.”* It should be revived with a
block grant from the FCDO in line with its previous funding model. This
funding should be ring-fenced within the UK’s Overseas Development
Assistance (ODA) Budget.”’

Similarly, the BBC should expand its coverage to other linguistic
minorities in Iran. BBC Azeri service should receive a similar funding
package to BBC Persian considering the massive Azeri minority in Iran.
BBC Arabic’s radio service should also be revived. Moreover, the BBC
should attempt to stand up a new BBC Balochi Service to target Iran’s
Balochi population. Additionally, the BBC's other critical regional services,
Arabic and Turkish, should have at minimum pages dedicated to Iran, if
not dedicated radio coverage specifically on Iranian issues.

Third, the UK should create a number of language programmes to expand its pool of
regional specialists and talented linguists. The UK has extraordinarily high quality
language education programmes. 13 British universities are in the top
100 ranked universities globally for language training, with two in the
top ten.”*®* However, the time has passed when the UK could leverage its
natural linguistic talents to bolster the security services and its soft power
network. In 2000, around six percent of UK undergraduates studied
languages in general, compared to only three percent of UK undergraduates
today.”*” UK secondary schools still teach European languages, particularly
French and German, at high rates, but per the most recent figures, only
six percent of British secondary schools teach Arabic.**” Farsi learning at
pre-university levels is not recorded. Hence although there is not specific

54 |

policyexchange.org.uk


https://www.ofcom.org.uk/news-centre/2022/ofcom-finds-rt-in-breach-of-due-impartiality-rules
https://www.ofcom.org.uk/news-centre/2022/ofcom-finds-rt-in-breach-of-due-impartiality-rules
https://www.ofcom.org.uk/news-centre/2022/ofcom-finds-rt-in-breach-of-due-impartiality-rules
https://www.thetimes.co.uk/article/bridging-the-persian-gulf-rrzgt9g3hf5
https://www.thetimes.co.uk/article/bridging-the-persian-gulf-rrzgt9g3hf5
https://www.thetimes.co.uk/article/bridging-the-persian-gulf-rrzgt9g3hf5
https://www.thetimes.co.uk/article/bbc-persian-radio-is-a-lifeline-to-millions-and-must-be-saved-glphnf56l
https://www.thetimes.co.uk/article/bbc-persian-radio-is-a-lifeline-to-millions-and-must-be-saved-glphnf56l
https://www.thetimes.co.uk/article/bbc-persian-radio-is-a-lifeline-to-millions-and-must-be-saved-glphnf56l
https://www.thetimes.co.uk/article/bbc-persian-radio-is-a-lifeline-to-millions-and-must-be-saved-glphnf56l
https://www.independent.co.uk/news/media/bbc-job-cuts-world-service-b2177962.html
https://www.independent.co.uk/news/media/bbc-job-cuts-world-service-b2177962.html
https://www.independent.co.uk/news/media/bbc-job-cuts-world-service-b2177962.html
https://lordslibrary.parliament.uk/bbc-world-service-soft-power-and-funding-challenges/
https://lordslibrary.parliament.uk/bbc-world-service-soft-power-and-funding-challenges/
https://lordslibrary.parliament.uk/bbc-world-service-soft-power-and-funding-challenges/
https://www.topuniversities.com/university-rankings/university-subject-rankings/2021/modern-languages
https://www.topuniversities.com/university-rankings/university-subject-rankings/2021/modern-languages
https://www.topuniversities.com/university-rankings/university-subject-rankings/2021/modern-languages
https://www.topuniversities.com/university-rankings/university-subject-rankings/2021/modern-languages
https://www.hesa.ac.uk/data-and-analysis/publications/students-2000-01
https://www.hesa.ac.uk/data-and-analysis/publications/students-2000-01
https://www.hesa.ac.uk/data-and-analysis/publications/students-2000-01
https://www.hesa.ac.uk/data-and-analysis/students/table-46
https://www.hesa.ac.uk/data-and-analysis/students/table-46
https://www.britishcouncil.org/school-resources/languages/arabic-language-culture-programme
https://www.britishcouncil.org/school-resources/languages/arabic-language-culture-programme
https://www.britishcouncil.org/school-resources/languages/arabic-language-culture-programme
https://www.britishcouncil.org/school-resources/languages/arabic-language-culture-programme

data differentiating language degrees, it can be assumed that a rather small
proportion of languages graduates in the UK learn either Arabic or Farsi,
let alone other relevant regional languages like Turkish and Hebrew. This
leaves the UK at a distinct disadvantage, as the pool of talent for intelligence
analysis, economic development, and soft power promotion is limited.

The UK should remedy this issue by creating a variety of language
training scholarships and partnerships for British undergraduates. The
U.S. system should serve as a model. Three routes are possible. First, the
UK can directly fund long-term university study abroad programmes.
The U.S. Boren Scholarships support language undergraduates and
postgraduates with awards up to $25,000 (£20,800) for various study-
abroad programmes in countries deemed critical to U.S. interests.”*' These
are funded by the National Security Education Program, which is included
in the Defense Department’s budget.*** Second, the UK can fund summer
language programmes. The Critical Language Scholarship (CLS) supports
undergraduates and graduate students in intensive language-learning
summer programmes, offering training in 14 languages, including
Arabic, Farsi, Turkish, and Azeri.*** CLS receives funding through the
State Department. Moreover, there is also the Foreign Language and Area
Studies Fellowships (FLAS) programme, which serves a similar role to
the Boren Scholarships and CLS, but is run through the Department of
Education.?** Third, the UK can offer direct financial credit to British
students that achieve above a certain mark in languages designated as
critical to the British national interest. This would go beyond the current
piecemeal funding model, under which different private organisations
and at times UK academic research organisations offer limited funding
and Erasmus Mundus Mobility Scholarships are open to all students who
study in Europe.

In the British context, centralising and ring-fencing this funding within
the FCDO’s ODA budget might be the most prudent step — FCDO could
then work with universities to facilitate language-study programmes and
provide direct financial support to students engaging in specific relevant
languages. This forward-leaning approach would, over the course of
a decade, cultivate a crop of high-quality British linguists capable of
amplifying British soft power.

Fourth, the UK should pursue an intelligence-led human rights policy that exposes Iran’s
flagrant disregard for human dignity both within Iran and internationally. The British
people have finally understood the IRI's barbarity in light of its public
executions. But these sorts of crimes occur in the IRI every single day
— women are beaten, citizens are arrested for political purposes, and
hundreds are executed each year. British intelligence should prioritise
identifying these acts and informing international media of them to
demonstrate beyond a shadow of a doubt that the IRI is an unredeemable
violator of human rights. This reinforces the case for a BBC Persian service
broadcasting in radio to ensure that UK intelligence can tacitly leak
incidents to the British and Iranian public.

There is an obvious parallel to Western actions during the Cold War,
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when Allied intelligence agencies would identify and publicise Soviet
dissidents.”* In Solidarity’s case, for example, the U.S. spent only $5
million (£4.16 million), primarily in publicity campaigns, which triggered
an outsized Soviet response out of reflexive paranoia.**

A similar reaction is possible in Iran, as the IRGC and Iranian security
state more broadly see every dissident and mild act of resistance as the result
of a complex intelligence operation. Simply publicising and supporting
Iranian dissidents and acts of resistance within Iran, then, can have an
outsized effect on the Iranian regime. Specific organisations for support
could be media-focused trade unions, like the now-defunct Association of
Iranian Journalists, the Syndicate of Workers of Tehran and Suburbs Bus
Company, and Iranian steel workers.**’

Fifth, the UK should increase the stringency of its standards for Iranian diplomatic
visas, just as it has done for Russian diplomatic staff since 2018. Iran’s intelligence
network heavily leverages the Iranian diaspora to cultivate assets and
emphasises dissident targeting missions. However, like all intelligence
agencies, Iranian intelligence uses official cover diplomatic contacts to
conduct operations.*** It is no coincidence that Iran’s increased diplomatic
presence in Vienna during the P5+1 negotiations coincided with a sharp
uptick in Iranian operations in Europe.**” Most notably, Asadollah Assadi,
an Iranian diplomat posted to the Vienna embassy, was convicted in 2021
over his organisation of a plot to bomb a dissident rally in Paris — targets
included former Canadian Prime Minister Stephen Harper, former FBI
director Louis Freeh, and five British Members of Parliament.?*°

There must be some Iranian diplomatic representation in the UK
to provide consular services for Iranian nationals in Britain. Moreover,
while UK citizens remain in Iranian jails, the UK should maintain its own
diplomatic presence in Iran to ensure it can, to the best of its ability,
advocate for the rights of British detainees. However, there is no need to
allow any more than the bare minimum of Iranian staff to be stationed
at the Iranian embassy. The UK should therefore intensely screen any
individuals Iran claims will work at its diplomatic representation in
London. The UK has applied a similar policy to Russia, expelling Russian
diplomats and denying visas to suspected intelligence assets, creating an
obvious precedent.*'

Financial Intelligence and Sanctions:
The UK is an international financial hub. Nearly every major bank in the
world has a major London branch, while international insurance markets
also depend upon the London-base Lloyd’s. However, the UK lacks the
robust, agile sanctions enforcement mechanisms of the U.S. despite having
the potential for these mechanisms given its financial markets and talents.
The lack of British sanctions coordination blunts the economic pressure
the UK could apply on Iran. Just over one year of American sanctions during
2018-2019 cost Iran $200 billion, according to then-president Hassan
Rouhani.””* These aggressive, targeted sanctions both undermined the
Iranian economy, triggering a recession, and squeezed the IRGC's offensive
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Policy Recommendations

capacity.”’ Iranian cash is undoubtedly present in the British financial
system despite sanctions pressure. Between 2007 and 2011, Standard
Chartered — the British headquartered bank and Systemically Important
Financial Institution — laundered $240 million (approximately £200
million) for Iranian actors.”* In 2018, the NCA arrested Iranian money-
laundering kingpin Seyed Sajjad Shahidian in London in cooperation with
the FBL.*** The UK’s globally relevant financial institutions are an excellent
tool to pressure Iran, and must be actualised more effectively. Moreover,
since Iran has used the UK to move money in the past, greater pressure
within the UK would further stress Iranian cashflow.

HM Treasury should establish a legitimately integrated executive
enforcement arm that resembles the US" Office of Foreign Assets Control
(OFAC). The UK does have an agency that is meant to resemble OFAC, the
Office of Financial Sanctions Implementation (OFSI), stood up in 2015 in
a manner that explicitly mirrored OFAC. However, there are several key
differences.

OFSI, as an arm of HM Treasury, does not have an intelligence
relationship with an in-house agency. By contrast, OFAC is part of the
U.S. Treasury Department’s Office of Terrorism and Financial Intelligence
(TFI), which has its own intelligence element, the Office of Intelligence and
Analysis, with its own international presence. By contrast, HM Treasury
must rely on intelligence from the National Crime Agency’s Financial
Intelligence Unit (UKFIU) and, when applicable, intelligence gained from
other departments, including FCDO.** The NCA has some international
presence and is reasonably resourced. However, there is no dedicated
FININT international network that feeds into UK sanctions enforcement,
unlike the OFAC-OTFI relationship. Moreover, sanctions identification
and enforcement is bifurcated — although OFSI prosecutes sanctions, it
does so only upon the direction of “sponsoring departments”, typically
the FCDO and the Home Office.”*” Hence sanctions are one of many “tools
in the toolkit” for counterterrorism, not a strategic capacity in their own
right that should be guided by a coherent strategy for implementation.

Moreover, OFSI is perceived as ineffective because it lacks clear
enforcement powers. OFAC has the authority to prosecute aggressively the
U.S. sanctions regime. The Executive sets general guidelines and targets,
but OFAC, working with OTFI, has a reputation as a remarkably agile
agency that doggedly tracks down sanctions targets and is adaptable to
new circumstances.”*®

OFSI has gained some powers in the past nine months, namely the
ability to publicise recent financial transactions in violation of sanctions
and a reduced burden of proof for issuing fines.

Nevertheless, OFSI requires far greater resourcing and staff. As it
stands, only 70 staff work for OFSL.**” On average, fewer than ten staff can
assist British companies in navigating sanctions regulations. This is despite
a sevenfold increase in Russia-related sanctions over the past year. HM
Treasury needs to expand OFSI, leveraging the talent of the UK’s financial
and legal sector to build an organisation with legitimate enforcement
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capacity. HM Treasury should plan to hire at least 100 more staff permanently
tasked to OFSI, ideally reaching 200 staff in the next 18 months. Moreover,
the NCA and OFSI should establish a liaison programme in which around
a dozen UKFIU officers are attached to OFSI directly to give OFSI a more
robust internal intelligence capacity.

Counterterrorism:

The UK has a whole-of-government approach to counterterrorism that it
has fine-tuned over the past 20 years of operations against al-Qaeda, IS,
and other extremist groups.**’

The infrastructure for these actions already exists. It is clear that MI5,
MI6, and their foreign counterparts are already live to the threat of Iranian
subversion. It explains Ken McCallum’s November 2022 statement on the
Iran threat and, more recently, Metropolitan Police Counterterrorism lead
Matt Jukes’ statement that 15 Iranian plots have been foiled in the past
year.”¢!

The UK currently lacks a whole-of-government approach to
counterterrorism questions, which makes responding to Iran’s networks
extraordinarily difficult, as the threat from the IRI cuts across terrorism,
illicit finance, and counternarcotics/organised crime issues. The UK has
some experience with a whole-of-government approach to a hybrid threat.
During the counter-IS campaign, the UK fused capabilities from FCDO,
the then-independent DFID, MOD, the Security and Secret Intelligence
Service, and the Home Office more generally to respond to the threat the
jihadist group posed.

Iran’s threat to the UK is far more comprehensive than that of IS, given
Iran’s resources, global reach, and willingness to manipulate the British
and European Muslim community for its own ends. Indeed, any regional
escalation will involve a significant domestic element. Major protests are
probable as Iran mobilises its British affiliates, while violence against British
Jews — including terrorist attacks on Synagogues, Jewish organisations,
and the Israeli embassy — are also possible.

To respond, the UK needs to integrate once again all elements of
national power in a series of contact groups on Iran. The point here is not
that the NCA will deter Iran. Rather, forewarning of regional escalation
can allow the UK to prepare for domestic blowback and far more rapidly
identify and mitigate Iranian-derived threats to British citizens and actions
on British soil in the event of escalation. Additional police and security
attention must be paid, in particular, to dissident Iranian media. Iran
International, the notable Iranian opposition network, will relocate from
London because of terrorist threats.?®* A special Iran task force should be
created to address specifically the threat the IRGC poses to similar dissident
networks. The language programmes recommended for the FCDO and
BBC to expand their regional coverage should also have a dual purpose to
expand the pool of talent Persian linguists that focus on Iran.

Moreover, the UK should reassess its intelligence machinery within
government to optimise its operations against the Iran threat. The UK does
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have a professional head of intelligence, the Head of the Joint Intelligence
Organisation, who is dual-hatted as the chair of the Joint Intelligence
Committee.*®® This system, however, is far less robust than that in the U.S.,
which benefits from the centralised control of the Office of the Director of
National Intelligence, a Cabinet-level position that has executive authority
over the entire U.S. Intelligence Community. Empowering the head of the
JIO in this respect, and perhaps even elevating the JIO’s head to the level
of the UK National Security Advisor — and thereby linking intelligence
far more directly to the Cabinet Office — would allow for better cross-
agency coordination and ensure long-term threat reduction against an
Iran challenge that combines elements of a foreign intelligence actor and
a terrorist group.***

Legal Modifications:

THE GREY ZONE

Modern international law rests upon a binary between peace and war, legality
and illegality, and state and non-state actors. In each case, there is a clear
demarcation between one type of international agent or state of interaction
and another. Al-Qaeda is not a state, organised criminal groups are criminal
groups, and the West, despite its assistance to Ukraine, is not directly at war
with Russia.

The grey zone is the space that exists between different legal states. It has two
implications vis-a-vis Iran.

First, Iranian strategy typically remains within the military-strategic grey zone,
the space between active warfare and low-level competition. Military power is
relevant in the grey zone, particularly through proxies, intelligence operations,
and special forces activity. But Iran remains within the grey zone, avoiding a
direct military confrontation with the Gulf States, Israel, Jordan, the U.S., and
the UK despite its active strategic pressure. Iranian objectives are military in
nature - they replicate the results of a standard military operation - even if
they are not achieved by traditional military means.

Second, the Iranian state is a grey zone entity. The Islamic Republic of Iranis a
state that claims the rights and privileges as any other state, including sovereign
borders and participation at international organisations. But the Islamic
Republic of Iran is also a transnational expansionist entity with revolutionary
objectives, intending to export the 1979 Islamic Revolution throughout the
Middle East and, in time, the world. It also links with a variety of criminal
enterprises to maintain cashflow under sanctions pressure in a manner far
more formalised than that of any other state. Hence Iran is a grey zone entity
that operates strategically within the grey zone.

The British legal system rests upon a peace-war binary that severely restricts
the way in which the UK can respond to the IRI threat. Breaking the peace-
war binary requires an intellectual shift that also began in the counter-IS
campaign. Military circles began to accept this in the mid-2010s, when

the post-Iraq and Afghanistan generation joined public discourse. Shifting
263.“Joint Intelligence Organisation”, Gov.UK,

away from this binary is fundamental if the UK is to respond to Iranian accessed via: https:/www.gov.uk/govern-

. : t/groups/joint-intelligence-organisa-
actions. Legally speaking, there are three steps to be taken to allow the UK e EroUpshintiteigencesoreantsd
to act in a grey-zone situation. 264.“Office of the Director of National Intelli-

gence”, DNI.Gov, accessed via: https://www.
dni.gov/index.php/what-we-do.
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First, the UK should identify a proper proscription vehicle to undermine the IRGC’s
operational space in the UK. The UK should use the National Security Bill to
extend proscription-esque limitations to the IRGC and other IRI-linked
organisations without employing the Terrorism Act (2000).

The ongoing Proscription debate demonstrates the degree to which
there is legislative appetite for more aggressive action on the Iran question.
However, the Terrorism Act (2000) is the wrong vehicle for this legislation.
The Terrorism Act’s proscription powers would be extraordinarily useful
when applied to Iranian-linked organisations. They would allow the UK,
for example, to use police powers against suspected Iranian affiliates
without actual proof of an active pro-Iranian plot, investigate and suspend
operations at Iranian-linked front companies, and do the same for Iranian-
affiliated organisations posing as civic groups or religious institutions.

However, the Terrorism Act is written to apply to non-state groups. This
has a sound legal logic. Non-state actors do not receive the institutional
protections of states for understandable reasons. Even if they resemble
states, as IS did during 2014-2017, extending to non-state groups similar
rights to state would be extraordinarily problematic for international
law.?%* States can commit terrorist acts — Russia’s civilian strike campaign
in Ukraine, along with its brutality against Ukrainian citizens in occupied
areas, certainly constitutes terrorism. Yet using the same legal vehicle that
empowers the UK government to respond to non-state terrorist activity
to counter state action risks unduly reducing the distinction between state
and non-state actors, with thorny long-term legal consequences for the
UK’s terrorism enforcement. The solution is to place a proscription-style
set of capabilities within some other legislative vehicle, most easily the
National Security Bill, and use that to empower the UK government to
limit Iranian activity. This would provide the same benefits as proscription
while avoiding the potential legal issues that proscribing the IRGC as a
terrorist organisation.

Second, the UK should view regulation as a strategic instrument. It should have its
major regulatory authorities more aggressively enforce basic regulations
to ensure sanctions compliance and limit Iranian financial access. Much of
Iranian cashflow is illegal but below the threshold of actively-prosecuted
crime. The NCA and MI5 lack the resourcing to prosecute all Iranian illicit
finance. However, British regulatory bodies can modify their practices to
increase the cost to British organisations that work with Iranian affiliates.
For example, the Financial Reporting Council (FRC) could begin to
investigate much more aggressively suspected accountancy violations.**
This would require not new powers, but an actual mandate to prosecute
various breaches of good conduct. Similarly, the Charities Commission
could be tasked with equivalent objectives in the Charitable Trust domain,
auditing those charities that are most likely to have links to the Iranian
regime or IRGC. This has begun, albeit extremely slowly, with the
Charity Commission’s investigation of the Maida Vale Islamic Centre of
England.”®” Companies House would also be a particularly fruitful line of
pressure. Since February 2022, Parliament introduced new legislation that
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requires foreign companies to reveal ownership and financing when they
purchase UK property.**®* However, despite these new regulations, some
18,000 foreign companies have ignored registration requirements, with
no legal consequences.*® By actually resourcing and directing regulatory
bodies like the FRC, Charities Commission, and Companies House to fulfil
their remit and prosecute and fine those entities that violate UK law, the
freedom of action for Iranian and other illicit financial action would be
sharply curtailed.

Third, the UK should disrupt the Iranian dark tanker fleet by increasing the regulatory
pressure on British corporate engagement with potential illicit buyers and transporters of
Iranian oil. Under U.S. sanctions pressure, Iran has created a “dark tanker”
fleet, a fleet of petrochemical-carrying ships that are typically older,
owned through various shell companies, and often travel with their
Automatic Identification System (AIS) transponders off to prevent tracking
as they carry sanctions oil and gas.””® Russia and Venezuela, along with
Iran, maintain the global dark tanker fleet, the ships of which are often in
disrepair.”’! The dark tanker fleet includes a significant number of ships
that are simply unregistered and uninsured. But one method of sanctions
avoidance is to transfer illicit oil from a dark ship to another ship and
then transport the product to port.?”* The UK can crack down on Iranian
— and Russian — dark tankers in two ways. First, it can improve tracking
and verification of any vessels that pass through British waters, given the
English Channel remains a major conduit for Russian, and by extension
Iranian, dark tankers. Second, it can task the UK Maritime Agency to more
aggressively review merchant flag applications. Dark tankers typically
operate under flags of convenience, and the UK'’s overseas territories can
often provide as flags of convenience. Hence a more aggressive regulatory
effort on the British side can go a long way to disrupting illicit commerce.

Military and Intelligence Activity:

The British military lacks the capabilities to act completely independently
in the Middle East. However, it does have notable strengths that it can
leverage to bolster allied deterrence and ensure long-term strategic
capacity. This can increase the confidence of the Gulf States in British and
Western military action in the Middle East.

At bottom, the British military has been an expeditionary organisation since
1991. It has built a balanced force that can deploy alongside the U.S.
anywhere in the world. No NATO ally could participate in major exercises
in the Mediterranean?’?, contribute to NATO’s Enhanced Forward
Presence mission in Eastern Europe?’*, sustain a joint Carrier Strike Group
deployment to the Indo-Pacific that reached South Korea and Japan®’®,
maintain continuous at sea nuclear deterrence, and be the second-largest
military donor to Ukraine by quantified cost.””® The Royal Navy and RAF
are thoroughly interoperable with their American and NATO counterparts.
British officers constantly serve on joint staffs, and British aircraft are quite
literally interchangeable with American aircraft on combat missions.*”’
Moreover, the UK’s FIVE EYES participation affords it with truly global
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intelligence access, a strategic capacity to which it contributes through its
world-class intelligence service and diplomatic network.

Additionally, the Ukraine War has reduced Russia’s immediate threat
to Europe and the UK, while Eastern Europe’s military buildup and the
expansion of Scandinavian NATO blunts the short-term threat to the
North Atlantic and GIUK Gap. There is a brief window of opportunity,
then, during which the British Armed Forces need be less concerned with
European and homeland defence. The UK government should actualise
this window, while also leveraging the British military’s expeditionary
capabilities before future force structure modifications erode them.

Moreover, given the deterioration of the Middle East’s status quo, British
military and intelligence activity must be directed towards reestablishing
deterrence: the UK should raise the cost of Iranian regional actions while
also, alongside its regional and international allies, rebuilding a legitimate
deterrence against Iranian escalation.

What is needed, then, is less a transformation of capabilities, but their
reorientation towards a new mission — countering the threat from Iran
and deterring Iranian regional escalation. The five recommendations listed
below are meant to improve short and long-term deterrence and allow
the UK to operate as part of a coalition, with recognition of the capability
limits the British military currently faces.

First, MOD and FCDO should articulate the UK’s Middle East Policy in the context of
the Indo-Pacific Tilt, demonstrating the long-term need to invest in Western Indian Ocean
basing. The Indo-Pacific Tilt should remain the backstop of UK strategy. It is
the first recognition of an actual Eurasian-wide strategic framework that a
British government has articulated since the early Cold War.*’® Rhetorically,
the Indo-Pacific does not include the Middle East. But the Middle East is
the geographic anchor for the Indo-Pacific trade system because Indo-
Pacific-to-European trade passes through the Middle East’s littorals, either
overland via a major port or by sea through the Suez-Indian Ocean route.
Moreover, Middle Eastern bases will be crucial for sustainment during any
major Indo-Pacific deployment. The U.S. understands this, and hence has
maintained a robust Middle East base network despite its shifting emphasis
towards the Pacific’s island chains.?”” The role the Middle East can play in
an Indo-Pacific Tilt as the backstop for any long-term Indo-Pacific strategy
should be properly articulated.

Second, treat ‘Attack the Network” as a declared capacity: a pan-Executive team pulling
all national levers in a coordinated manner to defeat a threat across its breadth and depth.
The UK should emulate British approaches to the counter-IS campaign
and other successful network-centric counterterrorism operations. There
is recent evidence that active pressure on Iran disrupts Iranian decision-
making and establishes a degree of deterrence. Most recently, the US —
and to a degree the UK — imposed direct costs on Iranian action between
2018 and 2020. The US’ “Maximum Pressure” campaign, culminating in
the killing of IRGC Quds Force Commander Qasem Soleimani and Kataib
Hezbollah leader Abu Mahdi al-Muhandis, legitimately disrupted Iranian
strategy. The Iranian national security establishment was so afraid of a
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follow-on attack that it mistook Ukrainian Airlines Flight 752 for a hostile
aircraft.”®® Moreover, Iran’s response in Operation MARTYR SOLEIMANI
was extraordinarily limited, undeniably because of the US carrier strike
group deployed off Iran’s cost.”®'

Yet these events, again, were the culmination of a broader set of actions
that included, on the US’ part, an anti-network campaign that disrupted
Iranian finances and freedom of movement. Deterrence stemmed from a
combination of day-to-day actions and the threat of decisive force if Iran
were to escalate. The public kinetic moves like the Soleimani strike were
only a small aspect of a much broader campaign. This campaign included
a comprehensive suite of sanctions that went beyond just financial
intelligence, including also the ability to identify Iranian cooperation
abroad. They also involved a major British regional deployment to Oman,
which when placed alongside the UK’s public cooperation with Saudi
Arabia in 2018, implied potential military coordination against Iran if
Tehran were to escalate.

Deterring Iran today requires both types of responses, the day-to-day
activities that harm Iran’s international network and the potential to deliver
decisive force if Iran escalates against British allies. The UK has experience
with both sorts of activities, but particularly with the first type. During the
counter-IS campaign, MoD stood up a relatively secretive unit of financial
specialists, recruited from the City of London, and tasked with tracing
and identifying IS financial flows.”®* The unit still exists, but it should be
made a permanent force with divisions that counter multiple adversaries,
including Iran. This would link directly with the above recommendations
to ensure more robust regulatory enforcement on Iranian-related issues
to tighten the sanctions regime more broadly. The UK can take the
lead in particular on screening and identifying Iranian technological
partnerships. UK academic institutions have unwittingly helped Iran
develop the loitering munitions it now exports to Russia, while Iran
buys a number of loitering munition components abroad.*®* Meanwhile,
Western technology appears in downed Iranian loitering munitions,
indicating Iranian sanctions evasion goes beyond financial activities.®*
By imposing specific production requirements on certain products like
various microchips, engine parts, and sorts of propellant and explosives,
the UK can trace products through the sanctions evasion chain and limit
off Iranian access to Western technology. Moreover, new regulations are
not meant to limit or modify the actual products in question. Rather, they
are meant to tag exports that could wind up in Iranian hands to make their
retrospective identification easier.
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Third, the UK military should expand the capabilities that are necessary to support a
multinational expeditionary operation to deter Iranian escalation in the long-term, thereby
reinforcing deterrence. Budgetary, programmatic, and strategic choices have
created a British military less capable than it was in 2018, the last time it
deployed significant assets to the Gulf. The British Army has divested itself
of many of the capabilities it deployed in 2018, cutting deep into land
force equipment stocks, partly to transfer crucial weapons to Ukraine.*®
Strategically speaking, this was the correct choice. However, of equal
relevance is the RAF and Royal Navy’s persistent downsizing over the past
five years, a result of long-term budgetary and bureaucratic issues.

The RAF will retire its C-130] fleet in mid-2023 without making up the
loss of 14 strategic transport aircraft over two years by adding an equivalent
capability to the A400 fleet — and without providing UK Special Forces
with an immediate bridge deployment capability. The RAF has explored
the possibility of adding six more A400 transports, but there is as of yet
no funding for them.?*® This reduces the British military’s ability to surge
regionally. During a surge, the military would need to rely on slower,
more exposed sealift assets to move materiel into theatre. If British bases
in the Gulf were used, these assets could be exposed to Iranian harassment
in the Bab-el-Mandeb.

Similarly, the Royal Navy has cut a frigate from the fleet, retiring the
HMS Montrose in April 2023.7*” The Type-23 frigates have been kept in
service well past life expectancy as the Type-26 programme experienced
cost overruns and bureaucratic developmental delays. The Royal Navy’s
response, after years of waiting and a life-extension upgrade to the Type-
23s, is to keep phasing out the Type-23s considering their severe fatigue
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and the cost of additional hull recertification programmes.**® Indeed,
phasing out the Montrose was a watershed moment, since the Navy had yet
to retire a ship that had undergone a life-cycle extension. The issue is, with
the slow pace of the Type-26 programme, the reduction of the Type-26
purchase from 13 to eight ships, and the still-unclear state of the Type-31
programme, the UK will for the coming half-decade at least lack a robust
surface combatant screen for major force deployments. Considering the
relevance of air and missile defence in the Middle East and the variety of
missions the British military must meet, the Royal Navy in particular will
struggle without a capability modification.

The implication is that the UK must invest in the specific baseline
capabilities it needs to remain a credible contributor to a major
international force. The objective of British policy should be to return to
the deployability of 2018, when the UK deployed significant, if relatively
light, forces to Oman under SAIF SAREEA. The precise numbers of
equipment, particularly in the ground forces, are beside the point. What
is relevant, rather, is the UK has the heavy lift capabilities and naval escort
screen to facilitate a deployment. Iran would notice these investments —
for example the procurement of more transport aircraft or better funding
to refit and crew the remaining Type-26 fleet — since they demonstrate a
long-term commitment to British regional presence and deployability.

Fourth, the UK should make a handful of specific changes to its military posture that,
in the short-term, could maximise its ability to operate as part of a regional coalition
without adding significant financial strain. This demands careful consideration of
currently deployable assets, maximisation of capabilities that do not fit
other operational requirements, and the employment of more advanced
systems that reduce costs. RAF Akrotiri should be the initial hub for UK
deployments since it is the only UK-exclusive regional base. This also makes
it a potential Iranian target, since if Iran were to escalate directly against
the UK, it could attack Akrotiri rather than al-Udeid, home to British and
American forces. Hence in general when possible, and particularly during
periods of crisis, the UK should deploy missile defence capabilities to RAF
Akrotiri, particularly through a Type-45 destroyer, which is in line with
historical British deployments.**

Meanwhile, several specific capabilities can be used to improve the UK’s
presence and capability in the Gulf. The UK’s legacy UAS programmes are
increasingly unfit for British tactical and operational needs. However, they
can be applied to Middle Eastern ISR. The UK’s Reaper, and incoming
Protector, UAS are both high-cost, high-value assets that are not survivable
in a contested battlefield. Yet both, and in particular the incoming
Protector, can operate advanced long-range maritime sensors. The RAF is
set to purchase 16 Protectors to replace its 10 Reapers.”’ These Protectors,
particularly equipped with maritime-specific sensors, can provide ISR
support to British and allied forces in the Gulf, monitoring Iranian
maritime movements at a standoff range. This would help the UK screen
any air or naval forces it deploys to the Gulf, reducing the vulnerability the
capacity limits of the RAF and Royal Navy discussed above would impose.
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Moreover, considering the loiter time of Protector UAS, the UK could
deploy only two to four UAS and generate effective impact. Similarly, the
UK’s P-8 maritime patrol aircraft, while in high demand, could be used
to supplement the Protectors as an aerial screening element. Finally, the
UK’s permanent Middle Eastern naval presence under Operation KIPION,
primarily a mine countermeasures mission, would be improved with
the deployment of unmanned surface vessels. The Royal Navy is already
using KIPION as a testing ground for USVs, given the deployment of the
autonomous minehunter RNMB Harrier earlier this year.””' Accelerating
these efforts would improve the defensive screen around any British and
allied force deployment while also reducing British operational costs.

Recommendations two through four are not transformational,
high-cost proposals, but rather ways to maximise the forces the UK
already has. The UK can demonstrate credible short-term presence
and long-term commitment, thereby demonstrating its leadership of a
deterrence effort and indicating the stakes of any escalation on Iran’s part.
Moreover, greater public and private commitment would give the UK
greater bargaining power with its regional partners, potentially triggering
financial commitments to sustain British presence.

Fifth, the FCDO — in concert with MoD — should begin a review of its Middle East
evacuation procedures in light of the chaos surrounding recent evacuations. The unexpected
collapse of Afghanistan in August 2021 triggered a major evacuation effort
under Operation PITTING, one that was reasonably successful in evacuating
British citizens, but that was nevertheless extraordinarily difficult and
encountered bureaucratic issues. For example, vetting evacuees was not a
properly delineated task, meaning FCDO and MoD often missed Afghans
who had worked with the British military in Afghanistan, and who were
therefore eligible for evacuation and were at serious risk of reprisal if
left in-country.”? In April-May 2023, meanwhile, British evacuation
efforts were similarly chaotic when civil war escalated in Sudan. The UK
ultimately evacuated nearly 2,500 individuals over eight days. Again,
bureaucratic issues and initial coordination problems with Germany and
France delayed evacuation efforts — while British nationals were largely
removed successfully, the whole affair remained tense.””®> An evacuation
from the Gulf during regional escalation would be far messier, and require
the UK to account for an order of magnitude more British nationals,
along with a number of dependents, diplomatic staff, and other relevant
individuals. Reviewing evacuation procedures today can insulate the UK
from a dangerous situation in the near future, where it must extract tens
of thousands of citizens on the fly.
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Conclusion: The Future of Iran

Considering the nature of the Iran question and the unstable Middle
Eastern balance, the UK’s immediate policy priorities should be to deter
Iranian aggression in concert with regional and international allies. Iranian
expansionism and ambition must be contained. However, the UK must
also have a broader vision of the Middle East, and of its future relationship
with Iran, to which British policy points in the long-term.

Any Iranian domestic developments will be unpredictable considering
the robust state of the security services, the opacity of Iranian politics, and
the lack of identifiable opposition leadership within Iranian civil society.
Undoubtedly, the UK should offer moral — and in some cases tangible —
support to individuals and groups that wish to see a freer, fairer, more
just Iran. Potential targets for support include the above-discussed Iranian
trade union movement, ethnolinguistic minorities within Iran including
the Kurdish and Azeri population, women’s movements, and where
possible, political figures and parties that legitimately embrace pluralist
and liberal ideals, as difficult as identifying these individuals may be in
Iran’s insular political system.

The UK should identify and speak to aspects of the Iranian state’s
structure that particularly cause Iran’s strategic orientation to be disruptive
and hostile to British interests and values. The 1979 Constitution that
elevates the role of Islamic clerics is a particular target, along with the
legal codes that allow the religious police extraordinarily latitude against
women in Iran — the UK could encourage referenda on both specific brutal
items in the Iranian penal code and the 1979 Constitutional wholesale.
Nevertheless, Iranian political developments will stem from the Iranian
people, not external actors. This is in line with all modern Iranian history,
beginning with the Constitutional Revolution.

A clear aspect of British policy, then, should be to prepare for an Iran
whose domestic political trajectory would allow it to be reintegrated
into the international community. After all, Iran was the first state in the
region to develop a modern constitution, one that balanced the Iranian
state’s historical character with its aspirations to modernisation. Iran has
a unique modern political tradition beyond the current Islamic Republic
that, if activated properly, can be leveraged as a force for stability and
moderation.

Nevertheless, the UK’s objective should be, over time, to create an
environment in which the Iranian state is weak enough to be susceptible to domestic
pressure. This requires forcing Iran to redirect resources to simply maintain
its presence in the Levant, Yemen, and farther abroad. It also requires
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putting Iran on the back foot ideologically by exposing the Iranian
regime’s crimes to the Iranian people.

Most critically, however, it requires deterring Iranian regional escalation,
regardless of whether Iran obtains nuclear capabilities. A major regional
conflict will result in economic disruption to the UK and likely the
death of British soldiers and civilians in the region. But it will also result
in extensive damage to Iran and its neighbours as the confrontation
escalates. General infrastructure, energy infrastructure, and commercial
sites throughout the region will be damaged, if not destroyed. Economic
damage and social disruption will prime Iran, if not the entire Middle East,
for another sustained period of political instability that will complicate, if
not prevent, any long-term regional diplomatic efforts.

Hence the imperative of deterrence matters not just for the coming
months and years, but for the coming decades. Successful British policy
will, alongside the UK’s allies, deter Iranian escalation indefinitely, allowing
for the Iran question to be settled on more favourable terms in the future.
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APPENDIX: THE IRAN AL-
QAEDA RELATIONSHIP

Al-Qaeda and Iran are often portrayed as antithetical. The Sunni Jihadist
group is bent upon global revolution and sees both non-Muslims and Shia
as its enemies. Indeed, Shia are takfir, apostates who have renounced Islam,
and are therefore in some ways more hated than non-Muslims. Iran, by
contrast, is the Islamic world’s leading Shia power, the protector of Shia
Muslims internationally, and has an intellectually sophisticated theocratic
model premised upon Shia jurisprudence.

Despite the ideological divisions between the two groups, however, al-
Qaeda and Iran have at minimum a tactically beneficial relationship. Iran
has engaged in relationships with non-Shia groups in the past. Palestinian
terrorist group Hamas is a Sunni Islamist organisation. Iran has also
developed links with the Taliban, despite Iran’s sponsorship of the anti-
Taliban Northern Alliance in the 1990s, although Iran’s partnership with
the Taliban is qualified and tense at times.

Iran’s relationship with al-Qaeda runs back to the 1990s,
when Iran allowed al-Qaeda to operate training camps on Iranian
territory and in Lebanon’s Hezbollah-controlled Beqaa Valley.
After the 11 September attacks, Iran allowed al-Qaeda members to transit
its territory to fight in Afghanistan.

Iran continued to grant al-Qaeda territorial access throughout the
2000s and early 2010s, only revising this policy when its tactical interests
in Syria conflicted with al-Qaeda’s objectives.

Although the Syrian Civil War disrupted Iran’s relationship with al-
Qaeda, it has resumed its partnership with the jihadist organisation. Then-
Secretary of State Michael Pompeo in a 2021 speech identified Iran’s
resumed cooperation with al-Qaeda.

Since this point, the evidence has only increased of Iran-al-
Qaeda links. In August 2020, Israeli intelligence assassinated Abu
Muhammad al-Masri, al-Qaeda’s second in command and the
orchestrator of the 1998 East Africa Embassy Bombings, in Tehran.

Per American intelligence, al-Masri had lived in Iran since at least
2015, residing in Tehran’s affluent Pasdaran district. Moreover, al-
Qaeda’s de facto leader, the Egyptian-born bomb-maker Saif al-Adel
— who was behind the 2003 Riyadh Bombings and involved in the
kidnapping and murder of American journalist Daniel Pearl — now
resides in Iran, according to a UN report confirmed by U.S. intelligence.

Given al-Qaeda’s new freedom of action after the Taliban’s return to
power in Afghanistan and the end of the Syrian and Iraqi Civil Wars,
an expanded relationship with Iran should be exceptionally strategically
concerning to the UK.
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